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Gamification 

the  enterprise 

i1'  i  'i  Adding  game  features 

i._  V  to  work  processes  can 
spark  new  ideas,  boost 


productivity.  Page30^ 


Now  that  BYOD 
is  the  new  normal, 
IT  races  to  adjust 

Security,  management  challenges 
abound  as  BYOD  goes  mainstream 

BYELLEN  MESSMER 

IT’S  INCREASINGLY  hard 
to  just  say  “no”  to  the  grow¬ 
ing  “bring  your  own  device” 

(BYOD)  crowd,  especially 
with  the  arrival  of  new  tools 
like  those  rolled  out  last 
week  by  Nokia,  Motorola  and  Amazon,  and  this  week  from 
Apple  (see  “New  smartphones  spotlight  the  enterprise,”  page 
14).  But  that  was  the  initial  reaction  Information  Manager 
Anthony  Peters  had  when  senior  executives  at  the  accounting 
firm  where  he  works  started  purchasing  iPhones  and  asking 
for  support. 

Now  almost  two  years  later,  with  a  BYOD  policy  in  place, 
“the  demand  comes  from  everyone,”  says  Peters,  who  works 
at  Burr  Pilger  Mayer.  Much  the  same  thing  is  happening  all 
across  the  country  in  manufacturing,  government,  healthcare, 
high-tech  and  in  law  offices  as  BYOD  challenges  traditional 
security  and  mobile-device  management  (MDM)  practices. 

The  600  or  so  attorneys  at  Foley  &  Lardner  LLP  are 

►  See  BYOD, page  18 


CLEAR  CHOICE  TE3Q 

RADIUS  SERVERS' 


Low-cost  RADIUS  for 
Wi-Fi  networks 

Elektron,  ClearBox,  Microsoft  NPS  and 
FreeRADIUS  enable  Wi-Fi  security  for  small 
and  midsize  enterprises.  Page  38  ► 
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Brocade  delivers  cloud-optimized  networks  for  today  and  tomorrow. 


BROCADE 


©  2012  Brocade  Communications  Systems,  Inc.  All  Rights  Reserved. 


JAUWIM)*: 


Today’s  businesses  require  highly  virtualized  and  services-on-demand  environments.  And  that’s  causing  the  network  as  we  have 
known  it  to  undergo  a  dramatic  change.  Brocade  is  leading  this  transformation  with  cloud-optimized  networks  that  simplify 
infrastructure,  increase  efficiency,  and  provide  scalability  so  you  can  deliver  applications,  services,  and  virtualized  desktops 
anywhere  on  the  network,  securely  and  without  interruption.  Soon,  we'll  even  be  able  to  do  the  same  with  your  entire  data 
center.  The  future  is  built  in.  Brocade  has  over  25  combined  years  in  building  data  center  networking  and  Ethernet  fabric, 
technology.  Learn  why  90  percent  of  the  Global  1000  and  two-thirds  of  the  world’s  Internet  exchanges  rely  on  Brocade  at 


SMARTER  TECHNOLOGY  FOR  A  SMARTER  PLANET 


FROM  DETAILS  TO  DESIRES: 


“For  the  first  time, 
we  can  decide  which 
promotions  to  run 
based  on  facts  rather 
than  gut  feel.” 


Patrick  Neeley 

Chief  Business 
Officer,  Chickasaw 
Nation  Division 
of  Commerce 
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Combining  big  data  with 
company  data  paints  a  better 
picture  of  the  customer. 


of  the  data  currently 
produced  is  unstructured 
—coming  from  sources 
like  images,  videos, 
tweets,  postsand  e-mails. 


MINING  MOTIVATION. 

Enter  Smarter  Analytics  from 
IBM — software,  systems  and 
strategies  that  help  companies 
combine  their  own  enterprise 
data  with  their  consumers’ 
unstructured  data  to  see  a  fuller 
picture.  A  big  data  platform, 
paired  with  predictive  and 
sentiment  analytics,  allows 
organizations  to  correlate, 
for  example,  sales  records 
with  social  media  mentions 
for  more  relevant  insights. 


communications  carrier, 

XO  Communications  was  able 
to  predict  likely  customer 
defections  within  90  days, 
reducing  chum  by  35  percent 
the  first  year. 

With  IBM  Smarter  Analytics,  . 

companies  are  gathering  big  LET’S  BUILD  A 
data  and  using  it  to  ask- and  SMARTER  PLANET, 

answer — smarter  questions  about 
what  their  customers  really  want. 

ibm.com/usingbigdata  x  |  /  ___  . 


Companies  aren’t  short  on 
data.  In  fact,  with  the  average 
large  business  storing  more 
than  200  terabytes,  companies 
have  more  than  enough  data  to 
tell  them  who  is  buying  their 
product,  as  well  as  how,  when 
and  where  the  buying  happens. 

DATA’S  NEW  VOICE. 

Today,  however,  customers 
expect  a  company  to  know  why 
they’re  buying.  Or  why  they 
aren’t.  Because  when  a  company 
knows  what  motivates  customers, 
it  can  serve  them  better. 


The  good  news  is  such  data 
exists,  just  not  in  the  columns, 
rows,  reports  and  purchase 
histories  we’re  used  to.  It’s  called 
big  data,  and  it  comes  from 
tweets,  videos,  clickstreams  and 
other  unstructured  sources. 
It’s  the  data  of  desire.  And 
today,  we  have  the  technology 
and  tools  to  make  sense  of  it. 


So  now,  instead  of  learning 
which  customers  it  has  lost, 
a  company  can  learn  which 
customers  it  might  lose  and 
present  timely  offers  or 
products  motivating  those 
customers  to  stay.  Using  IBM 
Smarter  Analytics  to  identify 
which  customers  were  most 
likely  to  switch  to  another 


THE  POWER  OF  BIG  DATA. 


iBM,  the  IBM  logo,  Ibmoom,  Smarter  Planet  and  the  planet  icon  are  trademarks  of  International  Business  Machines  Corp,  registered  in  many  junsdictions  worldwide.  A  current  list  of  IBM  trademarks  is  available  on  the  Web  at  wwvjbmcont/legal/copytradeshtmL 

©International  Business  Machines  Corporation  2012. 
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8  Bits  Comments, 
Blogs  and  Online 


Companies  to  watch 

I  get  to  meet  a  lot  of  interesting  companies  in  my 

capacity  here  at  Network  World,  some  of  them  newcomers, 
some  more  established.  Here’s  a  roundup  of  a  few  that  are 
addressing  common  problems: 

Enterproid:  Founded  by  folks  that  worked  in  mobile  security  at 
Morgan  Stanley,  the  company  offers  a  BYOD  solution  called  Divide 
for  Android  and  iOS  devices.  With  Divide, 
s  download  an  app  that  creates  a  secure 
work  bubble  on  their  device.  When  a  user  clicks  on  the 
app  they  get  access  to  their  corporate  email,  apps  and 
even  phone  settings  provisioned  by  IT,  all  of  which  are 
corralled  in  a  secure  container  that  IT  can  control.  The 
technology,  which  is  not  hypervisor  based,  even  runs  on 
the  Kindle  Fire  and  meets  a  range  of  strict  compliance 
regulations  (see  divide.com). 

Talari  Networks:  If  you  use  broadband  to  back  up  your 
MPLS  links  to  branch  offices,  or  need  more  bandwidth  to  remote  offices  but  can’t 
justify  adding  another  MPLS  trunk.  Talari’s  Mercury  appliances  will  enable  you 
to  amalgamate  the  capacity  of  both  MPLS  and  broadband  trunks.  In  use,  the  boxes 
constantly  assess  the  quality  of  MPLS  and  broadband  connections  and  route  pack¬ 
ets  accordingly,  meaning  you  can  actually  use  that  broadband  bandwidth  that  had 
been  reserved  for  backup,  and  also  benefit  from  the  ability  to  immediately  route 
around  failed  links  (see  talari.com). 

Ipanema:  A  French  company  that  is  newer  to  the  U.S.  market,  Ipanema,  like 
Talari,  sells  appliances  that  can  share  bandwidth  among  different  types  of  links, 
but  the  company’s  focus  is  on  application  performance  and  monitoring  and  con¬ 
trol.  You  determine  what  traffic  should  be  top  critical  (say  VoIP),  critical  (maybe 
ERP)  and  less  critical  (say  Facebook),  and  the  appliances  manage  these  app  flows 
across  the  available  links.  The  devices  also  generate  detailed  WAN  governance 
reports,  showing  what  applications  used  what  capacity  (see  ipanematech.com). 

FireMon:  Humans  make  mistakes  when  it  comes  to  complex  IT  security  environ¬ 
ments,  meaning  that  devices  meant  to  provide  certain  protections  often  do  not. 
FireMon’s  tools  are  designed  to  help  you  more  effectively  manage  network  security 
gear  by  giving  you  visibility  into  what  the  tools  are  doing/how  they  are  configured 
and  how  they  interact  with  other  systems  in  the  security  ecosystem.  The  company 
than  layers  on  top  of  that  info  about  threats  and  vulnerabilities  in  the  organization 
to  build  a  picture  of  risk  (see  firemon.com). 

Coveo:  While  enterprise  search  has  been  commoditized,  Coveo  makes  it  pos¬ 
sible  to  correlate  information  from  disparate  sources,  everything  from  email  and 
Web  content  to  engineering,  ERP  and  CRM  records  and  even  social  media  tools. 
The  information  is  federated  and  normalized  into  a  central  index,  and  then  you 
customize  the  way  to  view  it.  You  can  even  add  people  to  the  equation,  making  it 
possible  to  home  in  on  in-house  experts  on  a  given  subject  (see  coveo.com). 
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Can  iPhone  5  sway  Android  users? 

©  IN  MY  VIEW  there  are  five  things  that 
Apple  should  do  to  compete  with  Android 
better  (other  than  suing  them!)  (Re:  “5 
reasons  Android  users  will  switch  to  the 
iPhone  5”;  tinyurl.com/9x9gaa3): 

1)  Increase  the  range  of  phones  on  offer, 
with  different  screen-size  choices  along 
with  budget  and  high-end  models. 

2)  Improve  connectivity  for  compatibil¬ 
ity  with  something  like  MicroSD. 

3)  Don’t  enforce  the  use  of  iTunes  —  I 
prefer  to  buy  my  music  and  videos  from 
other  legal  sources  and  manage  it  myself. 

4)  Make  all  the  iPhones  (except  maybe 
budget  ones)  with  SD  card  slots  to  expand 
the  16GB  or  32GB  standard. 

5)  Include  changeable  batteries. 

Clive  Richards 

©  YOU’RE  FORGETTING  THAT  everyone 
has  had,  or  knows  someone  that  had,  a 
crappy  Android  phone.  Anyone  that  has 
picked  up  a  pure  Jelly  Bean  device  would 
probably  not  consider  the  iPhone,  but 
keep  in  mind  that  many  people  are  still 
on  a  subsidized  Android  phone  running 
2.3  waiting  for  the  new  iPhone  so  they 
can  switch.  It’ll  be  a  game  changer. 

Therealciviczc 

©  DON’T  FORGETTHE 

snowballing  “hatred” 
toward  Apple  for  its 
recent  tactics:  a  barrage 
of  lawsuits  against  what 
is  seen  as  the  vendors 
of  Android  innovation 
(Re:  “5  reasons  Android 
users  won’t  switch  to 
the  iPhone  5”;  tinyurl. 
com/cppwgsf). 

There  are  some  very 
bad  feelings  en  masse, 
even  from  many  Apple 
users.  I  believe  this  is  really  going  to 
show  when  the  next  product  comes  out. 

Tim  Omaha 

Facing  our  fragmented  future 

©  HEY,  SOMEONE  FINALLY  gets  it.  We’re 
heading  toward  a  fragmented  future, 
where  different  devices  handle  different 
tasks  instead  of  a  single  white  box  that 
does  everything  (Re:  “Lenovo  North 
America  president:  ‘It’s  a  dual-device 
world’”;  tinyurl.com/9kem8ez). 

cppthis 


Wrong  mag  for  PC  building  how-to 

©  CUTE  ARTICLE  AND  still  good  advice  for 
general  consumers.  This  being  Network 
World,  however,  we  all  started  building 
PCs  in  grade  school  (give  or  take).  This 
kind  of  article  should  be  in  a  mainstream 
magazine  like  Better  Homes  and  Gardens  (I 
couldn’t  think  of  a  mainstream  mag  ’cause 
I  don’t  read  them)  (Re:  “Building  your  first 
desktop  PC”;  tinyurl.com/9ml8xn6). 

Chris  Fricke 

A  refreshing  take  on  Hint  13 

©  IT  WAS  GREAT  to  read  a  review  that 
isn’t  simply  a  cheerleading  session  for 
either  of  the  two  most  popular  distros. 

It  was  also  refreshing  to  see  that  this 
wasn’t  the  cut-and-paste  from  the  press 
release,  grab  a  few  screen  shots  type  of 
review.  The  distro  was  thoroughly  tested 
and  the  review  that  actually  kept  track  of 
previous  issues  and  examined  upgrading 
from  previous  releases.  Thank  you  very 
much  (Re:  “Linux  Mint  13  leaves  sour 
aftertaste”;  tinyurl.com/cy6xrcv). 

John  Shepherd 

Both  parties  guilty  of  mining  data 

©TOO  MANY  ARE  getting  sucked  into  the 
“my  party  vs.  your  party”  game,  when  the 
point  is  that  both  par¬ 
ties  are  using  people’s 
lives  as  products  for 
marketing.  If  you’re 
happy  to  be  a  means 
to  someone  else’s  end, 
then  by  all  means 
boast  about  “your” 
party  (Re:  “Obama  and 
Romney  election  apps 
suck  up  personal  data, 
research  finds”;  tinyurl. 
com/993y4a5). 

DJ 

SDN's  biggest  hurdle:  IT  staffs 

©THE  BIGGEST  IMPEDIMENT  toOpen- 
Flow/OpenStack  in  the  enterprise  is  the 
IT  staffs  themselves.  The  majority  have 
built  their  expertise  (read:  market  value) 
on  their  specific  knowledge  sets  of  Cisco 
products  and  protocols  (Re:  “SDNs:  Love 
’em  or  leave  ’em?”  tinyurl.com/81tpj8b). 

For  service  providers,  this  will  allow 
them  to  do  things  in  their  networks  they’ve 
been  wanting  to  do  but  couldn’t  due  to  the 
limitations  of  the  network  vendors. 

StartUpGuyl 


You’re  for¬ 
getting  that 
everyone  has 

had  a  crappy 
Android  phone. 
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Microsoft  wants  to 
“go  big”  in  China 


MICROSOFT  IS  PLANNING  a  sizable  expansion  in  China, 
including  new  hires,  more  research  for  local  requirements, 
and  efforts  to  push  cloud  computing  services  to  additional 
cities  and  provinces.  As  part  of  its  so-called  “Go  big"  strategy 
for  China,  Microsoft  will  up  its  employees  in  the  country  from 
4,500  to  5,500  and  boost  annual  R&D  investment  there  (cur¬ 
rently  $500  million)  by  15%.  The  investment  is  expected  to 
help  promote  Microsoft's 
cloud  offeringsinChina.lt 
will  also  help  as  the  company 
prepares  for  the  upcom¬ 
ing  release  of  Windows  8 
and  Microsoft  Office  2013. 
tinyurl.com/c2dlhvp 
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As  Chrome 
turns  4,  Google's 
browser  in  flux 

AS  GOOGLE  celebrated 
Chrome’s  fourth  birthday  last 
week,  a  pair  of  Web  measure¬ 
ment  firms  continued  to  argue 
about  whether  the  browser  is 
gaining  ground  or  has  stalled. 
According  to  Net  Applications, 
Chrome’s  share  of  all  browsers 
grew  by  a  quarter  of  a  percent¬ 
age  point  to  19.1%  in  August. 
Meanwhile,  rival  StatCounter 
said  the  browser  lost  two-tenths 
of  a  point  to  slip  to  33.6%.  The 
dispute  between  the  two  firms 
about  Chrome’s  market  share 
grew  heated  in  June  after 
StatCounter  claimed  Chrome 
had  slipped  past  Microsoft’s 
Internet  Explorer  to  take  the 
poll  position  in  the  race  for  the 


j  ' 


world’s  most-used  browser.  By 
Net  Applications’  numbers, 
Chrome  remains  in  third  place, 
behind  IE  and  Mozilla’s  Firefox. 

tinyurl.com/cu9hpuu 

Highest  paid 
engineers  in 
mobile  tech 

ENGINEERS  WORKING  on 

communications  technology 
were  paid  a  median  salary  of 
$135,087  last  year,  the  highest 
in  the  profession,  according  to 
new  IEEE-USA  survey  data. 
The  lowest  paid  engineers,  with 
a  median  salary  of  $107,820, 
specialize  in  energy  and  power 
engineering.  Overall,  engineers 


in  electrotechnology  and  IT  had 
a  median  income  of  $120,000 
last  year,  according  to  data  col¬ 
lected  from  more  than  10,200 
IEEE-USA  members.  The 
survey  found  a  1.7%  increase 
in  engineering  and  IT  salaries 
in  2011,  which  is  less  than  half 
the  rate  of  the  prior  year’s  raise. 
tinyurl.com/c9tm6fs 

Cloud  confusion 
rains...  er,  reigns 

THERE’S  CONFUSION  over 
the  cloud,  and  not  just  in  the  IT 
world.  One  in  three  Americans 
surveyed  said  they  believe  “the 
cloud”  is  related  to  the  weather, 
the  top  response  given  when 
asked  to  define  the  term.  Only 
16%  said  the  cloud  is  a  computer 
network  used  to  store,  access 
and  share  data  from  an  Internet- 
connected  device,  according  to 
research  sponsored  by  Citrix. 
One  in  five  respondents  admit¬ 
ted  that  they’ve  lied,  pretending 
that  they  know  what  the  cloud 
is  in  conversation  when  in 
reality  they  don’t.  Seventeen 
percent  of  respondents  admit¬ 
ted  to  pretending  to  know  what 
the  cloud  was  when  they  were 
on  a  date,  and  14%  said  they 
pretended  to  know  what  it  was 
during  a  job  interview,  tinyurl. 
com/bvvfu3w 
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Amazon  unveils 
new  tablets 

AMAZON  AIMS  to  light  up  the 
tablet  competition  with  its  new 
Kindle  Fire  HD  tablets,  including 
a  model  with  LTE  capabilities 
($499),  a  model  with  an  8.9-inch 


IT  VIDEO 

Organizing 

Facebook 

friends 

If  you’re  suffering  from 
Facebook  friend  overload, 
here  are  some  ways  to  help 
organize  your  contacts. 

tinyurl.com/cjr37sp 


screen  that  can  display  images 
at  a  resolution  of 1920  by  1200 
pixels  ($299),  and  a  7-inch  model 
($199).  The  new  Kindle  Fire 
HD  devices  bring  new  features, 
including  a  larger  screen,  more 
storage  and  mobile  broadband 
capabilities,  compared  to  the 
original  Kindle  Fire,  which  was 
announced  in  September  last 
year  with  a  7-inch  screen.  The 
new  devices  have  a  faster  proces¬ 
sor  and  a  front-facing  camera, 
which  was  not  available  in  the 
original  Kindle  Fire.  The  new 
devices  also  have  an  HDMI  port 
so  the  tablets  can  be  connected  to 
high-definition  TV  sets. 
tinyurl.com/9ydg6cw 

Cisco  modifies 
licensing  for  UC 
platform 

CISCO  IS  modifying  the 
licensing  options  for  its  Unified 
Communications  Manager  in  an 
attempt  to  simplify  the  process 
and  make  the  use  of  a  variety 
of  client  devices  easier.  For 
starters,  Cisco  is  removing  the 
requirement  that  UC  licenses 
be  anchored  to  the  acquisition 
of  Cisco  IP  phones  so  customers 
can  now  interact  with  the  Cisco 
telephony  platform  via  devices 
such  as  PCs,  tablets  and  smart¬ 
phones.  Cisco  also  has  revamped 
its  Enterprise  Licensing 
Manager  application  to  make  it 
easier  for  customers  to  manage 
UC  licenses  and  consolidated  its 
UC  bundles  from  eight  to  three. 
tinyurl.com/8dato6v 
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Expand  your  business.  Globally. 

With  a  worldwide  network  covering  over 
150  countries,  data  centers  in  more  than  120 
locations,  and  a  broad  suite  of  communications 
and  IT  services,  our  cloud  will  take  you  anywhere 
you  need  to  be. 

Find  your  cloud  at  ntt.com 


A ITT  Communications 


Global  ICT  Partner 

Innovative.  Reliable.  Seamless. 
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GOOD  BAD  I  UGLY 


Real  deal  on  mobile  speeds 


THE  FCC  is  getting  ready  to  measure  mobile  data 
speeds  in  a  joint  project  with  major  carriers  and  other 
participants.  At  an  upcoming  meeting,  FCC  staff 
will  discuss  methods  for  testing  mobile  service 
and  for  remotely  acquiring  and  analyzing 
performance  data.  Mobile  operators  make  a 
variety  of  claims  about  the  speeds  that  their 
networks  offer,  but  there  is  no  formal  system  for 
determining  or  disclosing  the  actual  performance 
of  those  networks. 


NOKIA  OFFICIALS’  noses 
grew  a  few  inches  this  week 
as  they  were  caught  fibbing, 
after  tech  bloggers  spot¬ 
ted  a  cameraman  captur¬ 
ing  a  video  the  company 
claimed  was  shot  with 
its  new,  highly  touted 
Lumia  920  smartphone. 

After  apologizing,  Nokia 
posted  a  real  video  shot  with 
the  smartphone,  displaying 
the  optical  image  stabilization 
(OIS)  camera  technology  that  was  faked  on  the  first 
try.  In  the  original  video,  the  company  claims  its  main 
fault  was  failing  to  publish  “a  disclaimer  stating  this 
was  a  representation  of  OIS  only.” 


Pi-Nokia 
caught  in  a  fib 


Virus  vs.  Trojan 


WHEN  MALWARE  infects  a  machine  it  usually  goes 
after  the  system  software.  But  in  a  rare  case  worked 
on  by  SpiderLabs,  researchers  found  a  Trojan  that 
had  been  infected  by  a  virus  (a  variant  of  Sality),  leav¬ 
ing  both  still  functioning  as  normal.  The  two  pieces 
of  attack  code  were  found  on  a  single  point-of-sale 
machine  owned  by  a  client  of  SpiderLabs,  which 
removed  them  and  put  the  machine  back  into  use. 
An  investigation  is  ongoing  into  how  the  malware 
got  there  in  the  first  place. 


IBM  pumps  up  mainframe 
speed,  capacity 

WHAT  CAN  $1  billion  in  IBM  R&D  efforts  do  for  Big  Blue’s  main¬ 
frame  family?  Yield  a  system  that’s  25%  faster  and  has  50%  more 
capacity  than  the  current  high-end  machine,  according  to  the 
company.  The  newly  announced  zEnterprise  EC12  features  5.5-GHz 
six-core  processors,  101  cores  (vs.  80  on  the  current  zl96),  STB  of 
memory,  and  a  radiator-based  air-cooled  system.  New  features 
include:  the  ability  to  use  IT  systems  analytics  to  automatically 
improve  system  health  and  performance;  a  tamper-resistant  crypto¬ 
graphic  co-processor  called  Crypto  Express4S  that  provides  privacy 
for  transactions  and  sensitive  data;  and  the  addition  of  internal  solid- 
state  memory  technology  that’s  designed  to  improve  the  performance 
of  data  intensive  applications,  tinyurl.com/9nw7w8a 

updated  Microsoft  applications 
won’t  accept  them.  The  result 
will  be  that  certificate  authority 
services  won’t  work,  making 
it  impossible  for  applications 
to  reach  other  resources  that 
require  the  certificates.  Internet 
Explorer  will  deny  access  to 
Web  sites  with  smaller  keys, 
Outlook  2010  won’t  encrypt 
email,  and  Outlook  won’t  be 
able  to  connect  to  Exchange 
servers.  “[Tjhis  could  be 
a  serious  issue  for  a  lot  of 
companies  because  when  it 
breaks  your  software,  it  breaks 
it  in  a  big  way,”  says  from  Paul 
Henry,  a  security  and  forensic 
analyst  at  Lumension.  tinyurl. 
com/97td4rx 


Microsoft  urges 
long-overdue 
security  upgrade 

MICROSOFT  IS  taking  advan¬ 
tage  of  a  light  Patch  Tuesday 
(just  two  security  bulletins  will 
be  issued  this  week)  to  urge 
customers  to  upgrade  their 
security  keys  so  they  don’t 
wind  up  having  trouble  with 
Outlook,  Exchange  and  other 
Microsoft  applications.  The 
company  says  businesses  that 
haven’t  done  so  should  see  if 
they’re  running  any  applica¬ 
tions  that  use  RSA  certifi¬ 
cates  smaller  than  1,024  bits, 
because  starting  next  month. 


Security  question  #21 


Are  you  using  the  highest  overall 
protection  Next- Gen  Firewall 
recommended  by  NSS  Labs? 


100%  resistant  to  evasion 

18.9  Gbps  Next-Gen  Firewall  throughput 

Highest  connections/sec 

Ultra  low  latency 


NSS  Labs 


According  to  NSS  Labs,  the  global  leader  in  independent  security 
product  testing,  "For  high-end  multi-gigabit  environments  looking 
to  upgrade  defenses  from  their  current  firewall  to  a  Next-Generation 
Firewall,  the  advanced  architecture  of  the  Dell™  SonicWALL™ 
SuperMassive™  E10800  running  SonicOS  6.0  provides  an  extremely 
high  level  of  protection  and  performance.  Those  that  consider  the 
SonicWALL  brand  to  be  associated  only  with  SMB  UTM  products 
will  need  to  reevaluate  their  opinion." 


Dell  SonicWALL  secures  the  enterprise. 

Gain  Next-Gen  Firewall  performance  today.  Visit  sonicwall.com/nss 
to  learn  why  NSS  Labs  rated  Dell  SonicWALL  so  highly. 


SonicWALL 


2012  Next- Generation  Firewall  Security  Value  Map  provided  by  NSS  Labs-a  third  party,  global  leader  in  independent  security  product  testing  and  certification  (nsslabs.com). 
Copyright  2012  Dell  Inc.  All  rights  reserved  Dell  SonicWALL  is  a  trademark  of  Dell  Inc  and  all  other  Dell  SonicWALL  product  and  service  names  and  slogans  are  trademarks 
of  Dell  Inc. 
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Autonomies  in  IT 

Next- Gen  Servers  Stress  Intelligence 
and  Automation 


Hewlett-Packard  has  been  assessing  what 
trends  like  virtualization  and  cloud  comput¬ 
ing  mean  to  its  customers.  We  spoke  with  HP 
executive  Tim  Golden  about  the  demands 
such  trends  place  on  application  servers, 
and  how  HP  has  embedded  intelligence  and 
increased  automation  in  its  next-generation 
platforms  in  response. 

What  types  of  manual  IT  tasks  can  be 
automated? 

Servers  need  to  be  more  innovative,  more 
intelligent  and  more  self-sufficient  given 
that  51  percent  of  server  outages  are  linked 
to  human  intervention  or  error.  For  instance, 
what  if  we  could,  through  clever  engineering, 
fix  problems  that  servers  or  server  admin¬ 
istrators  might  otherwise  trip  up  on?  One 
example  involves  monitoring  for  multi-bit 
errors  in  memory.  If  we  can  identify  a  2-bit. 
memory  error  we  can  automatically  fix  it 


compared  to  previous-generation  servers. 

When  looking  to  reduce  energy  costs,  is 
it  practical  to  consider  higher-performance 
servers? 

It  makes  perfect  sense.  With  the  new-genera- 
tion  platforms  running  the  newest  advanced 
processors,  we’re  seeing  performance  gains 
upwards  of  50  to  200  percent  depending  on 
the  workloads.  And  thanks  to  the  energy-sav¬ 
ing  techniques  we’ve  implemented,  we’re  de¬ 
livering  as  much  as  70  percent  more  compute 
per  watt  than  even  our  last  generation,  which 
was  a  quantum  leap  over  earlier  generations. 

Doesn't  the  increased  complexity  make 
next-gen  servers  more  difficult  to  service? 

No;  we’ve  introduced  many  features  to  make 
them  easier  and  faster  to  service.  We’ve  also 
done  many  things  to  make  them  more  reli¬ 
able.  That  includes  equipping  servers  with 


We’re  seeing  6  times  performance  gains  compared 
to  previous -generation  servers. 


on  the  fly  without  interruption  of  service. 
Another  example  is  an  LED  light  scheme  on 
the  hard-disk  drive  carrier  that  is  designed  to 
not  only  convey  general  health  status,  but  also 
visually  identify  and  isolate  failed  drives  from 
good  drives  within  RAID  sets.  That  eliminates 
another  relatively  common  human  error. 

How  can  server  performance  improve  to 
meet  the  demands  of  enterprise  applica¬ 
tions,  virtualization,  and  cloud  computing? 

One  way  is  by  addressing  the  imbalance 
that  exists  between  processors,  memory 
and  storage.  Over  the  last  five  to  six  years, 
storage  performance  hasn’t  kept  pace  with 
the  performance  advances  we’ve  seen  in  mul¬ 
ticore  processors  and  in  DDR  memory.  One 
example  of  how  we’ve  addressed  this  perfor¬ 
mance  gap  is  by  fine-tuning  the  algorithms 
associated  with  solid-state  drives  and  our  new 
Smart  Array  controllers.  Through  such  meth¬ 
ods,  we’re  seeing  6  times  performance  gains 


an  Active  Health  System  that  monitors  1,600 
different  health  and  configuration  param¬ 
eters  24  hours  per  day,  365  days  per  year.  That 
information  is  stored  for  one  year,  and  can  be 
used  to  recover  much  faster  from  any  prob¬ 
lems  that  do  occur.  Product  engineers  can 
also  build  more  reliable  servers  by  looking  at 
the  correlation  between  component  failures 
and  configuration  data. 

It  sounds  as  though  HP  committed  signifi¬ 
cant  resources  to  creating  the  ProLiant 
Gen8  portfolio. 

It  was  a  2.5-year  development  effort,  with  a 
$300  million  budget.  We  now  have  some  917 
patents  that  are  either  granted  or  pending 
related  to  Gen8  and  its  immediate  infrastruc¬ 
ture.  There  are  no  fewer  than  150  unique 
features  on  Gen8  servers  that  didn’t  exist  in 
our  previous  generation.  If  that  doesn't 
address  escalating  server  demands,  I  don’t 
know  what  will.  ■ 


Want  a  smarter 
data  center? 

Get  the  world’s 
sharpest  blade. 

The  world’s  most  intelligent  servers — 

HP  ProLiant  Gen8  server  blades. 

New  self-sufficient  HP  ProLiant  Gen8  server  blades  with  HP  ProActive  Insight 
architecture  are  so  smart  they  automate  data  center  tasks  to  maximize  every 
hour,  watt,  and  dollar.  HP  Smart  Update  keeps  firmware,  drivers,  and  agents 
up  to  date  with  a  minimum  impact  on  system  uptime  and  user  productivity. 

So  while  they’re  busy  managing  your  infrastructure,  you’re  free  to  drive 
business  innovation. 

The  power  of  HP  Converged  Infrastructure  is  here. 

Get  the  new  Forrester  study  about  blade  server  impact  on 
management  and  agility  at  hp.com/servers/gen8blades4 
or  scan  the  QR  code  below. 
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TREND  ANALYSIS 


New  smartphones  spotlight  the  enterprise 


BY  JOHN  COX 

NEW  SMARTPHONES  last  week  from 
Nokia-Microsoft  and  Motorola-Verizon- 
Google,  with  Apple’s  iPhone  expected  this 
week,  shed  light  on  how  mobility  is  evolving 
for  enterprise  IT  groups.  The  focus  has  been 
less  on  hardware  razzle-dazzle  and  more  on 
what  the  phones  can  do  as  mobile  computers. 

The  new  Motorola  Droid  Razr  models  will 
support  the  latest  version  of  the  Android  OS, 
Jelly  Bean,  when  they  ship  later  this  year. 
And,  for  the  first  time,  Google’s  Chrome  Web 
browser  is  included  as  the  phone’s  standard. 
Nokia’s  new  Lumia  models,  running  the 
not-yet-released  Windows  Phone  8  OS,  fea¬ 
ture  new  levels  of  integration  with  the  Nokia 
Location  Platform,  now  built  into  Window 
Phone,  and  new  apps,  like  the  augmented 
reality  browsing  in  Nokia  City  Lens,  to 
exploit  these  services. 

Most  of  the  new  phones  support  4G/LTE 
cellular  connectivity  (with  a  fall-back  to 
3G),  providing  a  much  bigger,  always  avail¬ 
able,  wireless  data  pipe  at  least  for  those 
subscribers  who  want  it.  And  enterprises 
can  expect  that  pipe,  as  well  as  802. lln 
Wi-Fi  links,  to  be  used  for  high-definition 
imagery  and  video  transfers.  Diagonal 
screen  sizes  range  from  4.3  to  4.7  inches.  All 
of  them  feature  “only”  dual-core  processors 
rather  than  the  quad-core  chips  found  in  a 
few  high-end  phones,  an  acknowledgement 
of  the  complex  trade-offs  that  good  mobile 
device  design  requires. 

The  most  notable  hardware  feature  in  the 
new  Motorola  phones  is  the  much  longer 
battery  life,  says  Michael  Morgan,  senior 
analyst,  mobile  devices,  for  ABI  Research. 
But  the  greater  significance  lies  in  how 
these  mobile  devices  from  Motorola  Mobil¬ 
ity,  acquired  by  Google  last  year,  fit  into  the 
growing  constellation  of  Google  services. 
“Motorola  will  be  the  vehicle  that  is  used  to 
ensure  that  there  are  Android  devices  on  the 
market  that  leverage  Google  services,  such  as 
maps  and  email,”  Morgan  says. 

Steve  Patterson,  writing  Network  World's 
PhilAndroid  blog,  argues  the  new  Motorola 

IT  Roadmap 

IT  Roadmap  San  Jose  is  the  one  day, 
cost  free,  professional-level  confer¬ 
ence  and  expo  that’s  full  of  job-ready 
solutions  you  can  put  to  work  now. 

Sign  up  now  for  the  Oct.  30  event. 
tinyurl.com/c5qq8ft 


phones  are 
“customer 
acquisition 
platforms  that 
attract  and 
engage  consum¬ 
ers  with  the  un¬ 
tethered  mobile 
capability  to  run 
data-intensive 
applications  like 
Google  Maps,  Face- 
book,  YouTube  and 
Skype  in  the  way  they 
would  ordinarily  run 
only  on  PCs  or  on  Wi- 
Fi-connected  mobile 
devices.” 

“This  mobile  plat¬ 
form  consisting  of 
data-intensive  appli¬ 
cations,  compelling 
preloaded  Google  apps,  fast  un-tethered 
browsing  and  long  battery  life  is  game 
changing  because  it  captures  customers  and 
increases  the  amount  of  mobile  data  intensive 
application  time  displaced  from  PCs  (includ¬ 
ing  Macs),”  he  writes. 

Nokia  did  emphasize  hardware  fea¬ 
tures  to  differentiate  its  second-generation 
Lumia  phones:  new  display  technology 
that  minimizes  motion  blurring  and  boosts 
brightness  in  sunlight,  wireless  recharg¬ 
ing  based  on  the  Qi  standard  and,  on  the 
higher-end  phone,  a  greatly  improved  cam¬ 
era  and  more  powerful  battery.  But  what 
makes  the  camera  effective  is  the  way  it 
leverages  both  new  editing  features  in  Win¬ 
dows  Phone  8,  along  with  new  third-party 
apps,  and  the  accompanying  free  7GB  stor¬ 
age  account  on  Microsoft’s  SkyDrive  cloud 
storage  service. 

Nokia  is  currently  the  leading  Windows 
Phone  vendor  in  the  U.S.,  but  that’s  not 
actually  saying  much,  as  one  analyst  notes. 
“Despite  recent  gains,  Windows  Phone  is 
not  yet  performing  to  Ovum’s  expectations,” 
says  Tony  Cripps,  principal  analyst,  devices 
and  platforms,  at  Ovum,  a  technology  market 
research  firm. 

Cripps  has  a  novel  thesis  about  why.  “This 
is,  at  least,  partially  as  a  consequence  of  the 
strength  of  the  opposition  [iOS  and  Android], 
but  partly,  we  think,  as  a  deliberate  move  by 
Microsoft  and  its  hardware  partners  to  avoid 
flooding  the  market  too  quickly  with  the  plat¬ 
form  before  they  are  in  a  position  to  play  up 
its  synergies  with  other  Microsoft  products, 
especially  Windows  8  for  PCs  and  tablets 


[due  out  this  fall],  and  its  business  appli¬ 
cations,”  he  says.  “The  clear 
benefits  to  businesses  from 
the  ready  integration  pos¬ 
sible  across  Microsoft’s  prod¬ 
ucts  set  will  set  a  benchmark 
for  BYOD  strategies  focused  on 
out-of-box  device  capabilities 
once  Microsoft’s  full  range  of 
new  platforms  is  available.” 

But  what  this  integration  will 
entail,  or  what  synergies  it  will 
achieve  (or  at  least  promise),  and 
in  what  time  frame,  all  remain 
mysterious  in  light  of  Microsoft’s 
continuing  silence  about  its  priori¬ 
ties  for  the  mobile  enterprise. 

Ovum’s  chief  telecoms  analysts,  Jan  Daw¬ 
son,  argues  that  by  extending  the  distinctive 
user  interface  of  Windows  Phone  into  Win¬ 
dows  8  on  tablets  and  notebooks,  Microsoft 
paradoxically  will  make  Windows  Phone 
more  familiar  to  a  much  larger  audience. 
Another  synergy  is  the  now-shared  kernel 
in  Windows  8  and  Windows  Phone  8.  That 
means  “developers  can  develop  for  PCs,  tab¬ 
lets  and  smartphones  in  a  unified  way,  which 
should  help  developers  get  on  board  with  Win¬ 
dows  Phone,  and  that  in  turn  should  make  the 
platform  more  attractive,”  Dawson  says. 

That’s  a  view  echoed  in  a  blog  post  by  Ven- 
tureBeat’s  Devindra  Hardawar,  who  argues 
that  with  the  advent  of  Windows  8,  Win¬ 
dows  Phone  “will  no  longer  feel  like  an  out¬ 
lier  among  Microsoft’s  products.  Windows 
8  finally  wraps  up  everything  Microsoft  is 
doing  —  desktops,  smartphones,  tablets, 
and  even  the  Xbox’s  new  interface  —  into  one 
cohesive  computing  experience.” 

Windows  8  is  what  will  “truly  differentiate 
Windows  Phone  for  the  upcoming  year,”  he 
says.  “That’s  important,  because  the  [mobile] 
platform  has  suffered  from  being  only  slightly 
more  convenient  and  prettier  than  its  competi¬ 
tors.  If  Microsoft  can  market  Windows  Phone 
8  as  an  extension  of  Windows  8,  it  could  finally 
make  consumers  pay  attention.” 

As  Hardawar  points  out,  that’s  not  some¬ 
thing  that  Google  or  even  Apple,  which  has 
been  importing  the  look  and  feel  of  iOS  into  its 
desktop/notebook  Mac  operating  system,  can 
offer,  or  at  least  offer  in  quite  the  same  way. 

The  new  phones  show  that  mobile  devices 
are  less  like  personal  computers  and  more 
like  personalized  service  endpoints  that 
smoothly  and  efficiently  interconnect  with 
a  growing  range  of  back-end  services,  either 
on  the  Web,  in  various  clouds,  or  behind  the 
firewall  of  the  enterprise.  ■ 


8-powered  Nokia 
Lumia  920  and 
Motorola's  new  Droid 
Razr  smartphones 
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Our  innovative  data  center  physical  infrastructure 
with  full-visibility  management  lowers  operating  costs. 


Rack-to-row-to-room-to-building  architecture  lowers  cost. 

Improving  both  efficiency  and  system  uptime  requires  a  second  look  at 
today's  data  centers!  Featuring  innovative  and  industry-leading  physical 
infrastructure  components,  Schneider  Electric™  data  centers  uniquely  span 
traditional  IT  "white  space”  and  facilities  to  improve  interoperability,  deliver  true 
data  center  agility,  and  achieve  cost-saving  energy  and  operational  efficiency. 
Our  integrated  architecture  also  lowers  total  cost  of  ownership,  enables  fast, 
easy  design,  deployment  and  promises  the  highest  availability. 

It  comprises  best-of-breed  components  available  from  a  single  source  and 
through  a  global  supply  and  services  chain.  From  our  well-known  APC  InRow™ 
cooling  units  to  our  innovative  EcoBreeze™  facility  cooling  module  with  two 
economizer  modes  to  our  unparalleled  data  center  management  software 
StruxureWare™  for  Data  Centers,  Schneider  Electric  products  can  be  found 
literally  in  every  data  center  domain. 


>  EcoBreeze  with  Two  Economizer  Modes 

Only  the  scalable  EcoBreeze  automatically  switches 
between  air-to-air  heat  exchange  and  indirect  evaporative 
cooling  to  maximize  conditions  year-round. 

>  Data  Center  Facility  Power  Module 

Our  modular,  step-and-repeat  approach  to  facility  power 
lets  you  expand  capacity  in  500  kW  increments  as 
needed,  cutting  OpEx  by  up  to  35  percent  and  CapEx 
from  1 0  to  20  percent. 

>  StruxureWare  for  Data  Centers 

With  building-to-server  visibility,  StruxureWare 
for  Data  Centers  enables  you  to  make  informed 
decisions  about  your  physical  infrastructure. 


We  offer  the  most  energy-efficient  components  —  all  uniquely  engineered 
as  a  system.  In  the  long  run,  the  Schneider  Electric  rack-to-row-to-room-to- 
building  approach  reduces  total  data  center  life  cycle  cost  up  to  1 3  percent 
and  30  percent  of  data  center  physical  infrastructure  cost  over  1 0  years!  In 
fact,  it's  the  foundation  of  our  Business-wise,  Future-driven™  data  centers. 
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>  Reference  Designs 

Our  standardized  architectures  for  various  data  center 
configurations,  from  200  kW  to  20  MW,  reduce  time, 
cost,  complexity,  and  system  risk. 

>  Data  Center  Life  Cycle  Services 

Including  energy  management  seivices,  professional 
services  from  planning,  build/retrofit,  arid  operations  help 
ensure  highest  system  availability  and  efficiency. 
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Business-wise,  Future-drivea 


Is  your  data  center  efficient?  Download  our  White 
Paper  Efficiency  Kit  and  register  to  win  Apple  TV  . 

Visit:  www.SEreply.com  Key  Code:  t942v  or  Call:  888-289-2722  x:  6447 
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1&1  DYNAMIC  CLOUD  SERVER 


DEDICATED  RESOURCES  WITH  MAXIMUM  FLEXIBILITY 


With  a  1&1  Dynamic  Cloud  Server,  you  can  change  your  server  configuration  in  real  time 
and  control  costs  with  hourly  billing.  In  addition,  the  1&1  Dynamic  Cloud  Server  provides 
great  value  by  offering  2000  GB  of  free  traffic. 


united 

internet: 


Oration 


MAXIMUM  FLEXIBILITY 


Standard 

Business 


■  Independently  adjust  CPU  cores,  RAM  and  hard  disk  space 

■  Add  up  to  99  virtual  machines  under  one  contract 

■  Cost  transparency  through  hourly  billing  that's  accurate  and  fair 


Standard 

Business 


Windows 


INCLUDED  TRAFFIC 


2000GB  included 


PARALLELS®  PLESK  PANEL  11 


■  Latest  version  including  unlimited  domains 

■  Provides  the  best  management  tools  for  your  server 


Virtual  machines 


MAXIMUM  SECURITY 


Configuration 


Redundant  storage  and  mirrored  processing  units  reliably 
protect  your  server  against  any  failure 


Details 


s1S433S67.onlinel»ome . 


Configuration 


FULL  ROOT  ACCESS 


The  control  and  functionality  of  a  root  server  with 
dedicated  resources 
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goffer  v.alid  for  a  limited  time  only.  Lifetime  50%  off  applies  to  base  fee  and  configurations.  Base  configuration  includes  1  processor  core,  1  6B  RAM,  100  GB  storage.  This  offer  applies  to  new 
ji-rCOntracts  only.  12. month  minimum  contract  term.  Other  terms  and  conditions  may  apply.  Visit  www.landl  .com  for  full  promotional  offer  details.  Program  and  pricing  specifications  and  availability 
P  ^subject  to  change  without  notice.  1&1  and  the  1&1  logo  are  trademarks  of  1&1  Internet,  all  other  trademarks  are  the  property  of  their  respective  owners.  ©2012  1&1  Internet.  All  rights  reserved. 
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Hard  Disk  Space  (GB) 


Call  1  (877)461-2631  or  buy  online 


www.1and1.com 


LIFETIME  DISCOUNT 

50%  OFF 

INCLUDING  CONFIGURATIONS, 
NO  SETUP  FEE 


1&1  DYNAMIC  CLOUD  SERVER 

A  fully  flexible  server  for  a  range  of  requirements 

including  applications,  databases,  gaming  and 

much  more! 

■  Independently  configure  CPU,  RAM,  and  storage 

■  Control  costs  with  pay-per-configuration  and 
hourly  billing 

■  Up  to  6  Cores,  24  GB  RAM,  800  GB  storage 

■  2000  GB  of  traffic  included  free 

■  Parallels®  Plesk  Panel  11  for  unlimited  domains, 
reseller  ready 

■  Up  to  99  virtual  machines  with  different 
configurations 

■  No  setup  fee 

■  24/7  phone  and  e-mail  support 


$?4.99 

'  Jm  KhJHL|  per  month* 
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►  BYOD ,  from  page  1 

offered  the  option  of  BYOD  on  a  voluntary 
basis  and  with  a  subsidy  to  keep  it  “cost-neu¬ 
tral”  to  whatever  corporate-issued  device 
BYOD  is  expected  to  replace,  says  Rick  Varju, 
director  of  engineering  and  operations  there. 
He  says  this  “whole  consumerization  of  IT 
craze”  basically  got  rolling  because  the  firm’s 
CIO  got  an  iPad. 

But  due  to  concerns  about  security  and 
compliance,  IT  departments  are  making 
their  own  demands  on  BYOD  users  —  often 
asking  them  to  agree  to  give  IT  control  over 
their  personal  smartphones  and  tablets.  IT 
is  requiring  the  users  to  install  corporate- 
issued  management  and  security  software 
to  monitor  or  remote  wipe  —  and  sign  off  to 
accepted  practice  in  BYOD  policies. 

John  Pironti,  president  of  consulting  firm 
IP  Architects,  who  has  advised  security  asso¬ 
ciation  ISACA  on  BYOD  security  issues,  con¬ 
tends  the  legal  questions  are  usually  harder 
to  answer  than  the  technology  ones. 

When  it  comes  to  corporate  data  at  risk, 
Pironti  says  BYOD  is  “about  liability.”  In 
some  places,  BYOD  should  be  rejected 
because  it’s  too  big  a  risk,  or  it’s  deemed  that 
the  user’s  privacy  will  be  violated.  Either  way, 
he  warns,  don’t  think  a  personally  owned 
device  won’t  be  subject  to  regulatory-driven 
audits  just  like  corporate  devices. 

At  Burr  Pilger  Mayer,  it  is  viewed  that 
BYOD  devices  have  to  be  audited  just  like  any 
corporate-issued  device  would.  So  employees 
eager  to  go  BYOD  have  to  agree  to  use  the  nec¬ 
essary  MDM  software  and  services,  which 
includes  Fiberlink  MaaS360.  They  must 
adhere  to  specific  iOS  and  Android  types  — 
and  definitely  not  “jailbreak”  their  Apple 
smartphones  to  disable  security  (which  the 
firm  says  it  would  know  about  immediately). 
Each  BYOD  user  also  has  to  sign  two  policy 
documents  regarding  accepted  practices  and 
the  company’s  requirements. 

“It  states  you  agree  the  firm  can  wipe  the 
device,”  says  Peters,  adding  the  accounting 
firm  also  affirms  the  right  to  randomly  moni¬ 
tor  the  device.  But  all  these  measures  don’t 
totally  put  to  rest  unease  about  the  invasion 
of  consumer  devices  into  the  corporate  world. 

Indeed,  some  businesses  have  put  up  the 
“keep  out”  sign  to  BYOD  —  at  least  for  now. 

“I’m  not  comfortable  with  BYOD,”  says 
Brad  Hillebrand,  director  of  enterprise  tech¬ 
nology  at  paint  and  protective  coatings  manu¬ 
facturer  Rust-Oleum.  “I  don’t  want  corporate 
resources  on  devices  we  don’t  own.” 

Instead,  Rust-Oleum,  which  uses  Grou- 
pLogic  for  mobile-device  secure  file¬ 
sharing,  has  started  issuing  iPads  and 
iPhones  to  employees  and  telling  them  the 
devices  now  allow  personal  data  use  “in  a 


A  survey  asked  116  information 
technology  and  telecom  profession¬ 
als  how  they  feel  about  BYOD 


1 


60% 


said  they  maintain  “the 
traditional  approach  of  corporate 
ownership  and  liability” 


22% 


have  a  mix  of  both  “corporate 
liable"  and  BYOD  to  accommodate 
different  user  groups 


10% 


said  their  companies  had 
gone  “fully  BYOD”  in  allowing 
employees  to  use  their  own 
devices  at  work  and  expected 
employees  to  pay  all  their 
monthly  network  service 
charges  themselves 


■8% 


said  their  companies  practiced 
BYOD  with  reimbursement 


SOURCE:  SURVEY  "MOBILITY  TEMPERATURE  CHECK:  JUST 
HOW  HOT  IS  BYOD?"  RESEARCHED  BY  CCMI  FOR  XIGO 


personal-security  mode.” 

This  mode  is  enabled  by  software  from 
Mobilelron  and  AirWatch  that  separates 
usage  into  business  and  personal.  “Rather 
than  BYOD,  we’re  providing  the  personal 
mode,”  Hillebrand  says.  While  users 
seem  happy  about  the  system,  Hillebrand 
acknowledges  it  does  add  cost  and  manag¬ 
ers  get  monthly  reports  to  see  how  “personal 
mode”  is  faring,  especially  in  terms  of  wire¬ 
less  data-service  plans. 

Some  organizations  these  days  believe 
that  BYOD  is  a  way  the  corporation  can  save 
money  by  not  buying  corporate-issued  mobile 
smartphones  or  tablets  at  all  for  employees. 

That’s  the  idea  at  networking  giant  Cisco,  at 
least  regarding  smartphones.  The  company 
doesn’t  supply  smartphones  to  employees 
anymore,  unless  their  job  falls  under  govern¬ 
ment  regulatory  restrictions  where  it’s  plainly 
spelled  out  that  the  employees  must  be  using 
corporate-issued  devices,  says  Steve  Martino, 
vice  president  of  information  security  at  Cisco. 
This  requirement  comes  not  only  from  the  U.S. 
government  for  classified  work,  but  from  for¬ 
eign  governments,  too,  he  points  out.  BYOD  at 


Cisco  is  basically  about  trying  to  lower  costs, 
but  Martino  argues  that  Cisco  sees  measured 
productivity  gains  of  about  30  minutes  per 
day  per  employee  through  BYOD. 

A  recent  survey  of  116  IT  and  telecom  pro¬ 
fessionals  regarding  BYOD  found  that  nearly 
a  quarter  of  them  that  allowed  BYOD  in  their 
organizations  said  mobile  capital  expendi¬ 
tures  had  actually  increased  by  more  than 
20%.  However,  the  survey  found  that  60% 
of  the  respondents  said  they  adhered  to  “the 
traditional  approach  of  corporate  ownership 
and  liability,”  while  22%  had  a  mix  of  both 
“corporate  liable”  and  BYOD  to  accommodate 
different  user  groups.  One  in  10  said  their 
companies  had  gone  “fully  BYOD”  in  allow¬ 
ing  employees  to  use  their  own  devices  at 
work,  and  expected  employees  to  pay  all  their 
monthly  network  service  charges  themselves, 
while  another  8%  practiced  BYOD  with 
reimbursement. 

The  U.S.  federal  government  has  not  yet 
opened  the  gates  to  BYOD,  and  is  undertak¬ 
ing  a  close  look  at  how  security  and  MDM 
should  optimally  be  implemented.  The 
National  Institute  of  Standards  and  Technol¬ 
ogy  (NIST)  published  a  draft  policy  proposal 
in  July  that  suggests  BYOD  is  inherently 
riskier  than  use  of  corporate-owned  smart¬ 
phones  and  tablets. 

But  a  number  of  states  and  local  govern¬ 
ments  already  are  in  the  middle  of  BYOD 
initiatives. 

The  city  of  Minneapolis,  for  example,  offers 
the  option  for  BYOD  in  some  circumstances. 
“My  iPad  is  my  personal  one,  but  I’m  allowed 
to  use  the  city  network,”  says  city  CIO  Otto 
Doll.  While  the  idea  of  BYOD  is  fairly  new,  he 
says  it  strikes  him  that  the  trend  simply  rep¬ 
resents  an  evolution  of  the  idea  of  how  home 
computers  came  to  be  used  to  access  corpo¬ 
rate  data,  and  when  it  comes  to  data  security, 
you  have  to  rely  quite  a  lot  on  an  employee’s 
“sense  of  professionalism”  and  training  on 
how  data  should  be  treated. 

In  the  city  of  Wichita  Falls,  Texas,  there 
are  plans  being  worked  out  to  support  BYOD, 
possibly  in  the  municipal  court  system  for 
the  convenience  of  attorneys  and  others,  says 
Patrick  Gray,  system  application  analyst  for 
the  city. 

And  in  Mississippi,  BYOD  is  allowed  in  the 
prison  system  under  certain  circumstances, 
says  Jerry  Horton,  IT  network  manager  for 
the  Mississippi  Department  of  Corrections. 

But  not  directly  around  inmates  or  for 
inmates.  “Inmates  is  a  definite  big  ‘no,’”  he 
clarifies,  noting  more  than  4,000  phones  are 
confiscated  every  year,  brought  in  by  rela¬ 
tives  or  “thrown  over  the  fence.” 

Horton  says  his  department  does  accept 
requests  for  BYOD  from  agency  employees, 

►  See  BYOD, page  22 
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The  Next  Big  Thing  for  Enterprise  is  Here. 

Samsung  GALAXY  III  joins  the  growing  family  of  Samsung  SAFE  (Samsung  Approved  for  Enterprise) 
devices  making  it  an  extremely  powerful  business  tool.  Ensure  peace  of  mind  with 
advanced  Microsoft  Exchange  Active  Sync  features,  on-device  AES  256-bit 
encryption,  and  support  for  industry  leading  VPN  and  Mobile  Device  Management 
providers  with  more  than  338  IT  policies.  With  Samsung  GALAXY <>111  ,  keep  sensitive 
emails,  meeting  details  and  documents  secure,  no  matter  where  your  work  takes  you. 

Samsung  GALAXY  £lll 


SAFE 
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FOR  SNTttWFRlSF 


SAFE2SWITCH  Trade  in  one  or  more  qualifying  devices  when  you  upgrade  to  a  new  Samsung  SAFE  smartphone  like  the 
GALAXY III ,  and  get  up  to  $300  device.  Scan  to  find  out  what  your  device  is  worth,  www.samsungsafe2switch.com 


Virtualize, 

the  plug-and-play  way. 

With  numerous  hardware,  software  and  networking  options 
to  choose  from,  virtualization  can  be  a  really  complex  process. 
The  new  IBM  BladeCenter®  Foundation  for  Cloud  with  Intel® 
Xeon®  processors  changes  all  that,  dramatically. 

It’s  a  workload-ready  platform  with  built-in  management, 
so  it’s  quick  to  deploy  and  easy  to  manage.  Also,  the  system 
integrates  seamlessly  with  your  existing  infrastructure.  So  you 
can  get  started  at  once,  without  wasting  precious  resources. 

In  addition,  you  have  the  option  to  transition  to  the  cloud  on 
your  terms,  not  on  your  vendor’s.  For  improved  business  agility 
and  reduced  IT  costs,  look  to  the  IBM  BladeCenter  Foundation 
for  Cloud. 


Take  10  minutes  to  see  for  yourself. 

See  how  the  IBM  BladeCenter  Foundation  for  Cloud  makes  things 
easy  for  you.  Visit  ibm.com/systems/foundation 


IBM,  the  IBM  logo,  ibracom  and  BladeCenter  are  trademarks  of  International  Business  Machines  Corp,  registered  in  many  jurisdictions  worldwide. 
Other  product  and  service  names  might  be  trademarks  of  IBM  or  other  companies.  A  current  list  of  IBM  trademarks  is  available  on  the  Web  at 
wwwjbm.com/legal/copytradeshtml  Intel,  the  Intel  logo,  Xeon  and  Xeon  Inside  are  trademarks  of  Intel  Corporation  in  the  U.S.  and  other  countries 
©  International  Business  Machines  Corporation  2011.  All  rights  reserved. 
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TREND  ANALYSIS 


Windows  Server  2012  embraces  the  data  center 


BY  JOAB  JACKSON,  IDG  NEWS  SERVICE 

MICROSOFT  HAS  taken  its  server  OS  a 
giant  step  forward  with  last  week’s  release  of 
Windows  Server  2012,  making  this  version 
the  first  that  can  be  controlled  remotely  so  it 
is  more  suitable  for  data  centers. 

“Microsoft  has  delivered  on  the  promise  of 
an  operating  system  that  can  be  completely 
managed  from  the  command  line,”  says  Don 
Jones,  an  author  of  a  series  of  Windows  2012 
instructional  videos  that  have  been  released 
by  the  training  firm  CBT  Nuggets.  “The  tech¬ 
nologies  are  in  place  to  manage  100  servers  as 
easily  as  you  can  manage  one  server.” 

The  first  major  upgrade  since  2009  fea¬ 
tures  a  bevy  of  new  features,  most  designed 
to  make  it  more  suitable  for  large-scale  data 
center  deployments.  Satya  Nadella,  Microsoft 
president  for  Server  and  Tools,  has  touted  this 
release  as  Microsoft’s  “Cloud  OS.” 

The  Hyper-V  virtualization  can  now  sup¬ 
port  up  to  64  virtual  processors  and  1TB  of 
memory  for  guests,  compared  with  the  old 


limit  of  four  virtual  processors  and  64GB  of 
memory.  The  Server  Message  Block  (SMB) 
network  communication  protocol  has  been 
updated  to  handle  faster  data  transfers  and 
the  OS’s  Server  Manager  has 
been  updated  to  handle  mul¬ 
tiple  servers  at  once. 

But  perhaps  the  most 
significant  enhancement  is 
one  that  may  not  be  noticed 
among  these  flashy  new  fea¬ 
tures.  Thanks  to  the  inclu¬ 
sion  of  the  PowerShell,  first  introduced  six 
years  ago,  this  will  be  the  first  version  of 
Windows  Server  that  can  be  completely  con¬ 
trolled  through  the  command  line,  making  it 
controllable  remotely. 

PowerShell  provides  the  Windows  similar 
capabilities  that  chief  competitor  Unix  has 
long  offered,  such  as  the  ability  to  forward,  or 
pipe,  the  output  of  one  process  to  the  input  of 
another  process.  It  even  adds  a  few  new  tricks, 
such  as  the  ability  to  handle  software  objects, 
which  have  come  about  from  studying  Unix’s 


limitations.  “It  is  an  incredibly  well-designed 
shell, ’’Jones  says. 

Of  course,  the  GUI  is  still  available  for  those 
who  require  it,  but  “you  can  remove  the  GUI 
and  it  will  be  a  fully  func¬ 
tional  server,”  Jones  says. 
Doing  away  with  the  need  for 
a  GUI  (graphical  user  inter¬ 
face)  means  that  servers  can 
be  managed  more  efficiently 
in  multiple  numbers,  Jones 
says.  “If  you  are  still  using 
management  techniques  where  you  are  still 
physically  touching  the  server,  you  need  to 
move  to  the  21st  century  and  managing  it  like 
a  server  in  a  data  center.” 

For  instance,  an  administrator  may  now 
have  to  execute  a  routine  task  on  a  server  once 
a  week  by  clicking  through  a  series  of  options 
on  a  graphical  program.  With  the  command 
line,  the  administrator  can  write  a  script  in 
PowerShell  to  run  though  all  of  those  steps 
automatically  and  that  script  can  run  against 
multiple  machines.  ■ 


►  BYOD ,  from  page  18 

carefully  evaluating  how  BYOD  would  help 
them  in  their  jobs.  There  are  no  restrictions 
on  mobile-device  brands,  but  the  employees 
do  have  to  sign  a  form  that  agrees  if  they  lose 
their  smartphone,  for  example,  it  would  be 
wiped.  The  SonicWall  Aventail  EX  6000 VPN 
gateway  plays  a  role  in  helping  define  access 
to  agency  data  resources  for  any  mobile  device. 
Some  agency  executives,  investigators  and 
probation  parole  officers,  among  others,  have 
been  granted  BYOD  privileges. 

Doctor’s  order:  Get  me  BYOD,  stat! 

Large  healthcare  systems  with  multiple  hos¬ 
pitals  and  clinic  locations  are  adopting  BYOD 
in  order  to  accommodate  physicians  with 
their  own  tablets  who  are  on  the  go  and  want 
both  hospital  email  and  patient  data  —  fast. 

Erik  Devine,  chief  security  officer,  informa¬ 
tion  services,  at  Riverside  Medical  Center  in 
Kankakee,  Ill.,  says  his  healthcare  organiza¬ 
tion  today  issues  corporate-owned  Apple  and 
Android-based  tablets  and  smartphones  to 
employees.  But  many  times  physicians  pre¬ 
fer  to  use  their  own  tablets,  he  points  out, 
because  their  jobs  often  take  them  from  hos¬ 
pital  to  hospital,  not  necessarily  even  owned 
by  the  same  organization. 

Devine  says  his  IT  group  supports  BYOD 
for  about  5%  of  the  physicians  active  in  the 


Riverside  system.  But  BYOD  doctors  —  who 
tend  to  adore  Apple  tablets,  he  says  —  have  to 
install  McAfee  or  AirWatch  MDM  software, 
and  sign  a  waiver  that  would  allow  IT  to  wipe 
the  personal  device  if  it’s  lost.  And  jailbreaking 
iPhones  is  prohibited,  although  it  does  happen 
from  time  to  time  and  is  detected  at  once. 

Upon  jailbreak  detection,  the  MDM  soft¬ 
ware  ensures  network  access  ceases  and  the 
IT  staff  have  to  rush  off  to  explain  to  the  users 
why  jailbreaking  is  not  allowed  and  to  get 
them  started  with  BYOD  again,  Devine  says. 
He  adds  BYOD  is  here  to  stay,  but  today  it 
comes  with  a  specific  burden  associated  with 
keeping  track  of  BYOD  devices,  which  some¬ 
times  don’t  appear  on  the  network  for  quite 
awhile.  He  adds  his  healthcare  organization 
is  also  looking  at  ways  it  might  be  possible  to 
“self-register”  BYOD  users. 

Rick  Copple,  vice  president  and  CTO  at 
Community  Health  Network  (CHN)  in  India¬ 
napolis,  also  says  BYOD  is  supported  mainly 
to  let  hospital  staff  get  corporate  email  today, 
under  certain  conditions. 

Under  a  policy  decided  by  CHN’s  IT  depart¬ 
ment,  the  CSO,  the  CEO,  and  auditors  and 
healthcare  professionals  requesting  BYOD, 
these  personally  owned  smartphones  and 
tablets  have  to  use  the  MOBI  wireless  device 
management  service  with  the  Good  Technol¬ 
ogy  client  just  as  corporate-issued  devices 
might,  but  designated  as  a  BYOD. 


If  the  device  is  lost,  the  healthcare  organi¬ 
zation  has  the  ability  to  wipe  the  business 
email  but  not  personal  mail.  The  IT  staff  isn’t 
officially  providing  tech  support  for  BYOD 
devices  in  the  same  manner  they  would  for 
corporate-issued  devices.  But  as  the  hospital 
system  begins  its  rollout  of  a  new  electronic- 
medical  record  system  from  vendor  Epic, 
much  change  is  anticipated  as  the  healthcare 
organization  is  actively  looking  at  various 
types  of  BYOD  software  to  allow  selective  wipe 
and  other  features. 

BYOD  is  “different” 

“We’ve  moved  completely  to  BYOD,”  says  Brad 
Pierce,  network  engineer  at  tax  planning  and 
accounting  firm  Horne  LLP,  mainly  because 
of  strong  management  support  for  it,  with 
Google  Android  and  Apple  iOS  devices  man¬ 
aged  via  AirWatch  and  supporting  manda¬ 
tory  encryption  at  rest.  “We  adopted  Citrix 
Receiver  as  part  of  BYOD  for  tablets.  It’s  a  way 
to  give  users  access  to  applications  that  we’d 
traditionally  run  on  their  laptops,  in  a  secure 
manner  on  their  smartphones  and  tablets.” 

Despite  things  working  out  with  BYOD, 
there’s  still  that  slightly  odd  feeling  about 
managing  an  employee’s  personal  device. 
“We  still  do  have  the  mindset  these  devices  are 
different,”  Pierce  says.  “And  the  end  user  is 
acknowledging  they  are  handing  over  a  por¬ 
tion  of  this  device  we  can  control.”  ■ 
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Startups  rush  to  the  cloud 

Companies  look  to  stake  their  claim,  and  access  a  tightening  pool  of  VC  funding 
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COMPUTING 
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For  profiles  of  each  company, 
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BY  BRANDON  BUTLER 

HAVING  A  cloud  computing  startup  has 
at  times  felt  like  being  part  of  the  California 
Gold  Rush,  says  Nand  Mulchandani,  CEO 
and  co-founder  of  ScaleXtreme,  a  2-year-old 
company  focused  on  easing  management  of 
multi-cloud  environments. 

Scads  of  entrepreneurs  over  the  past  few 
years  have  launched  companies  in  an  effort 
to  grab  a  share  of  the  riches  they’ve  seen 
companies  such  as  Amazon  Web  Services, 
Rackspace  and  VMware  reap.  And  why  not? 
Forrester  last  year  projected  that  the  cloud 
computing  industry  will  grow  sixfold  from 
$40  billion  in  2010  to  $241  billion  by  2020. 

Frank  Artale,  a  venture  capitalist  at  Igni¬ 
tion  Partners,  says  the  cloud  represents  the 
next  major  shift  in  enterprise  computing, 
and  that  VCs  are  aggressively  investing  in 
cloud  startups.  “Initially  this  move  [to  the 
cloud]  will  create  more  complexity,”  he  says. 
“Companies  that  can  enable  the  use  of  cloud, 
virtual  networking  and  storage  will  get  lots  of 
attention.”  Artale  is  among  investors  at  Mul- 
chandani’s  ScaleXtreme,  which  has  raised 
$13.5  million. 

Network  World  last  week  released  its  latest 
list  of  hot  cloud  computing  startups,  includ¬ 
ing  ScaleXtreme,  and  these  companies  in 
total  have  raised  more  than  $160  million  — 
including  one  startup  that  itself  has  raised 
$60  million. 

Peter  Sonsini,  managing  partner  at  New 
Enterprise  Associates  (NEA),  says  invest¬ 
ments  in  cloud  companies  are  still  “very 
robust”  even  though  overall  VC  investments 
are  down  by  about  20%  from  a  decade  ago. 

There’s  been  a  shift  in  the  type  of  cloud 
companies  that  VCs  are  funding,  Sonsini 
says.  The  early  days  of  cloud  computing 
were  about  the  infrastructure  that  makes 
the  technology  work.  Now,  investments  are 
focused  on  optimizing  how  customers  can 
use  the  cloud  and  better  manage  it.  Sonsini, 
for  example,  sits  on  the  board  as  an  investor 
in  Embrane,  which  Sonsini  says  was  one  of 
the  original  players  in  the  software-defined 
networking  market  that  has  seen  increased 
attention  ever  since  VMware’s  $1.2  billion 
acquisition  of  Nicira  in  July.  Embrane  helps 
enterprises  manage  their  SDN  environments 
by  virtualizing  network  application  tools 
such  as  load  balancers,  firewalls  and  VPNs. 

Out  of  the  dozen  companies  featured  in  our 
hot  cloud  computing  startup  list,  most  have 
received  less  than  $10  million  in  VC  funding. 


CloudOn 

focus  Optimization  of  Microsoft 
Office  apps  for  mobile  devices 

DeepField 

focus  Cloud  and  network  mapping 
and  performance  benchmarking 

Domo 

focus  Cloud-based  business 
management  software 

Embrane 

focus  Former  Cisco  execs  started  vir¬ 
tualized  network  appliance  company 

Garantia  Data 

focus  Redis  and  Memcached 
NoSQL  database  optimization  and 
management 

Maginatics 

focus  Enterprise  storage  and  secure 
data  management  platform 


Part  of  the  reality,  Sonsini  says,  is  that  it  sim¬ 
ply  takes  less  money  to  start  a  company  now 
because  entrepreneurs  can  leverage  cloud 
resources. 

Milind  Gadekar,  whose  startup  CloudOn 
has  raised  about  $26  million,  says  a  decade 
ago  he  would  have  needed  nearly  double 
the  amount  of  money  to  start  his  company. 
By  leveraging  Amazon  Web  Services’  cloud, 
CloudOn  has  not  needed  to  buy  back-end 
infrastructure  to  support  the  company,  which 
makes  an  application  for  accessing  Microsoft 
Office  tools  on  mobile  devices.  Other  compa¬ 
nies  are  bootstrapping  the  operations  them¬ 
selves.  OneOps,  for  example,  aims  to  make 


focus  Amazon  Web  Services 
monitoring,  optimization 

OneOps 

focus  Former  eBay  engineers  created 
application  development  and  deploy¬ 
ment  platform 

Pertino  Networks 

focus  Cloud-based  software-defined 
networking  for  SMBs 

ScaleXtreme 

focus  Multi-cloud  monitoring  and 
management  tools 

Social  Dynamx 

focus  Cloud-based  social  media 
engagement  program 

Stormpath 

focus  Cloud-delivered  user  man¬ 
agement  and  access  control  for 
applications 


application  development  and  deployment 
easier,  and  the  three  former  eBay  engineers 
that  started  it  have  invested  their  own  money 
in  the  project  for  starters. 

Sonsini  says  after  the  Internet  bubble  of 
the  early  2000s  the  VC  community  got  too 
inflated  with  lots  of  new  investors  coming 
into  the  market  and  throwing  around  a  lot  of 
money.  The  contraction  of  recent  years  has 
somewhat  right-sized  the  market  to  a  level 
where  he  believes  there  are  an  appropriate 
amount  of  startups  being  funded  to  not  satu¬ 
rate  the  market,  but  to  still  allow  promising 
ideas  to  flourish.  We’ll  see  just  which  ones 
make  it  big  in  the  cloud  computing  realm.  ■ 


www.networkworld.com  SEPTEMBER  10, 2012  23 


EXECUTIV 

P  ADVERTORIAL 

LU 

VI 

F 

C 

N 

1 

r 

Bill  versen 

DIRECTOR,  MOBILITY 
SOLUTIONS  VERIZON 
ENTERPRISE  SOLUTIONS 

Bill  is  responsible  for  the 
development  manage¬ 
ment  and  marketing  of 
the  mobility  solutions 
portfolio  that  enables 
customers  to  securely 
manage  mobile  end¬ 
points  providing  any- 
time-anywhere  access 
to  business  resources 
and  applications. 


FOR  MORE  INFORMATION 

Visit  www.verizonwireless.com/ 
enterprise 


veri7on 


NETWORKWORLD 

Custom  Solutions  Group 


"Bring  Your  Own  Cloud"  Brings 
its  Own  Set  of  Challenges 


If  IT  departments  aren’t  worried  about  em¬ 
ployee  use  of  personal  clouds,  they  should 
be.  A  May  2012  study  by  the  Fraunhofer 
Institute  for  Secure  Information  Technology 
in  Germany  found  that  the  security  of  many 
consumer  cloud  storage  providers  is  unreli¬ 
able.  In  fact,  none  of  the  cloud  providers  met 
the  Institute’s  security  requirements.  In  some 
instances,  security  was  so  weak  that  confiden¬ 
tial  data  could’ve  been  uncovered  by  a  simple 
Web  search,  said  the  Institute. 

Verizon’s  Bill  Versen  speaks  about  the  growing 
bring-your-own-cloud  (BYOC)  phenomenon 
and  how  IT  can  cope  with  it. 

Why  is  BYOC  a  problem? 

It’s  simply  the  next  step  in  the  consumeriza- 
tion  of  IT.  First,  employees  prefer  using  their 
personal  devices  for  business.  Meanwhile, 
they  also  use  consumer  cloud-based  storage 


ity  Act  of  1996  (HIPAA).  Exposure  of  customer 
billing  information  on  a  public  cloud  violates 
Customer  Proprietary  Network  Information 
(CPNI)  regulations.  In  the  U.S.  government, 
Global  Access  Rights  Management  (GARM) 
regulations  require  that  information  stay  on 
U.S.-based  servers,  and  putting  something  up 
on  a  consumer  cloud  means  it  might  be  going 
to  a  server  based  overseas. 

What  steps  can  IT  take  to  regain  control? 

In  many  cases,  the  situation  has  become 
complex  to  manage.  With  BYOD,  corporate 
IT  departments  started  to  use  mobile  device 
management  to  secure  both  corporate  and 
personally-owned  devices.  Some  have  also 
implemented  dual-persona  technologies, 
which  isolate  personal  applications  and 
information  from  business  apps  and  data  on 
the  same  device.  With  all  the  potential  solu¬ 
tions,  choosing  technologies  and  implement- 


“Tliey  are  familiar  with  these  services,  and  think  nothing  of 
sharing  a  PowerPoint  from  work  by  putting  it  up  on  Dropbox ” 


services,  like  Dropbox,  and  cloud-based  social 
networks,  like  Facebook,  in  their  personal  lives. 
They  are  familiar  with  these  services,  and  think 
nothing  of  sharing  a  PowerPoint  from  work 
by  putting  it  up  on  Dropbox.  The  challenge  is, 
you  just  took  company  information  and  put  it 
in  a  public  cloud.  It’s  the  same  with  some  of  the 
social  networking  platforms,  where  people  are 
sharing  photos  and  documents. 

What  are  the  biggest  dangers? 

These  sites  do  not  have  what  many  IT  manag¬ 
ers  and  CIOs  consider  enterprise-level  security. 
In  fact,  IBM  recently  decided  to  ban  the  use  of 
Dropbox  as  part  of  its  BYOC  policy,  because  it 
was  concerned  about  the  potential  for  expo¬ 
sure  of  confidential  corporate  information.  On 
top  of  exposing  confidential  business  informa¬ 
tion  and  trade  secrets,  there  are  a  number  of 
regulations  that  can  be  violated  by  putting 
information  in  a  public  cloud.  If  a  nurse  practi¬ 
tioner  shares  X-rays  by  putting  the  image  files 
up  on  Dropbox,  for  example,  that  violates  the 
Health  Insurance  Portability  and  Accountabil- 


ing  an  overall  strategy  can  be  complicated. 
With  BYOC,  not  only  are  consumer  services 
spilling  over  into  the  workplace,  but  some 
business  applications  have  started  adopting 
features  that  combine  social  networking  or 
cloud  storage  with  enterprise-level  security. 
Salesforce.com,  for  example,  has  a  blogging 
and  social-networking  platform  with  its  CRM 
package,  called  Chatter.  Without  a  mobile  strat¬ 
egy,  users  will  turn  to  the  consumer  cloud  with 
no  guidance,  which  could  jeopardize  company 
information. 

How  can  Verizon  help? 

Verizon  recommends  managing  the  user 
policy  rather  than  the  technology.  We  can 
help  companies  develop  a  strategy  to  mobilize 
their  business,  then  leverage  our  mobility 
solutions  to  apply  the  technologies  that  can 
accomplish  that  goal.  From  self-service  to  fully 
managed,  on-premise  to  secure  cloud,  Verizon 
has  solutions  to  ensure  that  IT  needn’t  worry 
about  BYOC,  but  can  focus  on  the  user  and 
their  business.* 


lifii 


A  cloud  should  be  more  than  data  storage.  It  should  let  you  shape  that  data  with  drag-and-drop  interoperability. 
It  should  offer  a  choice  between  managed  or  unmanaged  system  infrastructure.  It  should  work  seamlessly  with 
other  clouds,  it  should  be  massively  scalable  in  a  matter  of  minutes,  with  ultra-high  levels  of  security  every 
minute  of  every  day.  Welcome  to  the  cloud  other  clouds  look  up  to.  Welcome  to  the  Uppernet.  verizon.com/cloud 
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TECH  UPDATE 


Defining  software-defined  networking 

IT  execs  need  to  understand  the  benefits  of  this  radical  shift  in  network  technology 


BYJIM  METZLER,  NETWORK  WORLD 

AS  IS  somewhat  typical  of  emerging  technol¬ 
ogies,  there  isn’t  a  universally  agreed-to  defi¬ 
nition  of  what  is  meant  by  software-defined 
networking  (SDN).  Over  the  last  year  or  two 
most  of  the  definitions  have  focused  on  the 
decoupling  of  the  network  control  plane  from 
the  network  forwarding  plane. 

Decoupling  of  the  network  control  and 
forwarding  planes  isn’t  a  new  concept.  It’s 
a  key  feature  of  MPLS  and  it  is  also  a  char¬ 
acteristic  of  many  contemporary  Wi-Fi  net¬ 
works.  However,  if  SDN  is  looked  at  strictly 
as  the  decoupling  of  the  network  control 
plane  from  the  network  forwarding  plane, 
then  its  value  is  limited  to  features  like 
reducing  network  latency. 


policy  management  and  can  also  enable  the 
network  to  dynamically  respond  to  applica¬ 
tion  requirements. 

The  group  most  associated  with  the  devel¬ 
opment  of  a  standards-based  SDN  is  the 
Open  Networking  Foundation  (ONF).  The 
ONF  was  launched  in  2011,  and  its  vision  is 
to  make  OpenFlow-based  SDN  the  new  norm 
for  networks.  To  help  achieve  that  vision,  the 
ONF  has  taken  on  the  responsibility  to  drive 
the  standardization  of  the  OpenFlow  pro¬ 
tocol.  The  breadth  of  the  SDN  ecosystem  is 
reflected  in  the  fact  that  the  ONF  currently 
has  more  than  70  members  of  varying  types 
including  vendors  that  provide  the  enabling 
silicon  as  well  as  the  switches,  network  appli¬ 
ances,  controllers,  test  equipment,  telecom¬ 
munications  services,  hyper-scale  data  cen- 


switches  in  a  network.  While  it  is  possible 
to  implement  SDN  with  a  single  controller, 
vendors  such  as  Big  Switch  and  NEC  have 
announced  either  a  production  high-avail- 
ability  cluster,  or  their  intention  to  implement 
such  a  cluster  of  controllers.  It  is  likely  that 
IBM  will  follow  suit. 

The  OpenFlow  protocol  was  developed  at 
Stanford,  with  Version  1.0  published  at  the 
end  of 2009  and  vl.l  at  the  beginning  of  2011. 
In  March  2011,  the  ONF  was  created  and  the 
intellectual  property  rights  of  OpenFlow  were 
transitioned  to  it.  Part  of  the  ONF  charter  is  to 
control  and  commercialize  OpenFlow.  With 
that  goal  in  mind,  the  ONF  recently  released 
OpenFlow  vl.3  and  in  March  2012  the  ONF 
sponsored  an  interoperability  event  that  was 
open  to  all  of  the  members  of  the  ONF. 


The  definition  of  SDN  that  is  currently  emerging  focuses 

somewhat  less  on  decoupling  ana  more  on  providing 
programmatic  interfaces  into  network  equipment. 


The  definition  of  SDN  that  is  currently 
emerging  focuses  somewhat  less  on  decou¬ 
pling  and  more  on  providing  programmatic 
interfaces  into  network  equipment,  whether 
or  not  there  is  a  separation  of  the  control  and 
forwarding  planes.  A  minor  reason  for  this 
shift  in  focus  is  that  Cisco  recently  announced 
that,  as  part  of  its  SDN  offerings,  it  will  pro¬ 
vide  APIs  into  multiple  platforms  that  they 
provide. 

This  is  not  a  Cisco-only  approach,  as  other 
vendors  —  including  Arista,  Extreme  and 
Juniper  —  currently  provide  direct  access 
to  their  products.  One  advantage  of  this 
approach  is  that  it  enables  very  detailed 
access  into,  and  control  over,  network  ele¬ 
ments.  This  approach,  however,  doesn’t  pro¬ 
vide  a  central  point  of  control  and  is  vendor 
specific.  While  some  network  service  provid¬ 
ers  may  adopt  this  approach  in  the  near  term, 
it  is  unlikely  to  gain  much  traction  in  the 
enterprise  market  for  the  foreseeable  future. 

A  more  powerful  reason  for  the  shift  in 
focus  of  the  definition  of  SDN  is  that  if  SDN  is 
looked  at  as  providing  programmatic  inter¬ 
faces  into  network  equipment,  then  its  value 
is  much  broader.  Looked  at  this  way,  SDN 
allows  IT  organizations  to  replace  a  manual 
interface  into  networking  equipment  with  a 
programmatic  interface  that  can  enable  the 
automation  of  tasks  such  as  configuration  and 


ter  services  and  smartphones. 

In  a  layered  architecture  for  an  SDN  the 
control  plane  features  are  centralized  in  the 
SDN  controller’s  software.  Most  of  the  time 
that  SDN  is  being  discussed,  the  OpenFlow 
protocol  is  used  to  program  the  forwarding 
behavior  of  the  switch.  There  are,  however, 
alternatives  to  the  use  of  OpenFlow,  includ¬ 
ing  the  Extensible  Messaging  and  Presence 
Protocol  (XMPP),  the  Network  Configura¬ 
tion  Protocol  (Netconf)  and  OpenStack  from 
Rackspace  and  NASA. 

In  this  model,  applications  are  written  to 
a  set  of  APIs  that  are  provided  by  the  SDN 
controller.  Unfortunately,  these  APIs  are  not 
standardized,  so  an  application  that  runs  on  a 
given  SDN  controller  would  have  to  be  modi¬ 
fied  to  run  on  another  SDN  controller. 

The  SDN  controller  supports  a  number  of 
drivers  that  control  the  behavior  of  the  under¬ 
lying  network  elements,  so  that  the  network 
will  provide  the  desired  network  services. 
The  controller  provides  management  plane 
functionality  such  as  performance  and  fault 
management  via  SNMP  and  other  standard 
protocols,  and  it  typically  handles  configu¬ 
ration  management  of  OpenFlow-compliant 
devices  in  order  to  provide  network  topology, 
forwarding,  QoS  and  link  management. 

With  OpenFlow,  a  single  central  control¬ 
ler  can  program  all  the  physical  and  virtual 


In  an  OpenFlow-only  switch,  all  of  the 
control  functions  of  a  traditional  switch 
(e.g.,  the  routing  protocols  that  are  used  to 
build  forwarding  information  bases  [FIB]) 
are  run  in  the  central  OpenFlow  controller. 
An  OpenFlow-enabled  switch  (dubbed  an 
OpenFlow-hybrid  switch  in  vl.l)  supports 
both  OpenFlow  flow  forwarding  and  tradi¬ 
tional  Ethernet  switch  bridging  and  routing. 
Hybrid  switches  allow  OpenFlow  and  tradi¬ 
tional  bridge/routing  to  share  the  same  Eth¬ 
ernet  infrastructure. 

Many  existing  high-functionality  Layer  2/3 
switches  can  be  converted  to  be  OpenFlow- 
hybrid  switches  by  the  relatively  simple 
addition  of  an  OpenFlow  agent  in  firmware 
supported  by  the  native  switch  network 
operating  system  (NOS).  Alternatively,  once 
the  semiconductor  vendors  have  produced 
chips  that  effectively  process  the  OpenFlow 
protocol,  an  OpenFlow-only  switch  would 
be  extremely  simple  and  inexpensive  to  build 
because  it  would  have  very  little  resident  soft¬ 
ware  and  would  not  require  a  powerful  CPU  or 
large  memory  to  support  the  extensive  control 
functionality  typically  packaged  in  a  tradi¬ 
tional  NOS.  ■ 

Metzler  heads  Ashton,  Metzler  Associates. 
He  can  be  reached  at  jim@ashtonmetzler 
.com. 
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Is  it  a  phone?  Is  it  a  tablet? 
No!  It’s  a  phablet! 

f  there’s  one  thing  that  annoys  me  it’s 
the  obsessive  miniaturization  of  electronic 
products.  Although  I  don’t  have  anything 
like  RSI  or  arthritis  or  poor  motor  skills,  with 
most  teeny  digital  devices  my  fingers  become 
inaccurate  banana-like  appendages  stabbing 
at  the  minuscule  keys  with  a  success  rate  of 
maybe  50%  at  best. 


Mark  Gibbs’  Gearhead 


Even  the  iPhone  is  on  the  edge  of  usability. 
If  I  want  good  accuracy  when  using  the 
iPhone’s  on-screen  keyboard  I  have  to  rotate 
the  phone  into  landscape  mode  so  I  get 
bigger  virtual  keys  to  stab  at.  And  don’t  get 
me  started  on  the  iPhone  screen!  Sure,  it’s 
got  great  resolution  if  you’re  20  years  old 
and  have  20/20  eyesight.  For  the  rest  of  us 
it’s  “where  did  I  put  my  glasses?”  (which 
is  always  a  problem  because  finding  your 
glasses  when  you’re  not  wearing  them  can 
be,  shall  we  say,  challenging). 

Why  does  everything  have  to  be  so  tiny? 
Despite  coming  from  the  land  of  obsessive 
miniaturization,  the  product  designers  at 
Samsung  figured  out  that  not  everyone  wants 
tiny,  so  they  produced  the  Galaxy  Note. 

The  Samsung  Galaxy  Note  is  a  hybrid 
that  is  half  phone,  half  miniature  tablet,  a 
combination  described  by  some  publica¬ 
tions  as  a  “phablet”  (one  of  the  most  horrible 
portmanteau  words  ever  coined). 

Let’s  compare  the  Samsung  Note  to  the 
iPhone:  The  iPhone  4S  is  4.5  inches  tall  by 
2.31  inches  wide  by  0.37  inches  thick,  weighs 
4.9  ounces,  and  has  a  3.5-inch  diagonal 
screen  with  960-by-640-pixel  resolution 
at  326  ppi.  The  Note  is  5.78  inches  tall  by 
3.26  inches  wide  by  0.38  thick,  weighs  6.3 
ounces,  and  has  a  5.29-inch  diagonal  Super 
AMOLED  screen  with  800-by-1280-pixel 
resolution  at  285  ppi. 

While  the  iPhone’s  screen  is,  indeed, 


fabulous,  so  is  the  Note’s,  despite  its  lower 
pixel  density  (I  love  those  AMOLED  dis¬ 
plays  . . .  the  colors  are  great). 

Other  than  those  attributes,  the  main  dif¬ 
ferences  are  in  the  operating  system  (the  Note 
runs  Android  “Ice  Cream  Sandwich”),  Note’s 
inclusion  of  the  excellent  Swype  keyboard, 
and  the  Note’s  focus  on  pen  input.  The 
Note  has  a  bay  on  the  bottom  that  stores  the 
included  stylus  which  Samsung 
is  pleased  to  call  the 
“S  Pen.”  This 
stylus  includes 
a  shift  button  to 
invoke  various 
functions  depend¬ 
ing  on  the  software  it  is 
used  with. 

While  the  pen  input  is 
good  for  navigation  and  kind  of 
useful  for  taking  notes,  writing  on 
the  Note  still  feels  wrong.  There’s  not 
the  right  amount  of  drag  on  the  pen  tip 
so  it  feels  like  writing  on  glass  rather  than 
paper.  Will  anyone  ever  get  this  right? 

The  Note  comes  with  an  optional 
free  collection  of  apps  in  a  sort  of 
mini  embedded  app  store  from 
Samsung  that  requires  agree¬ 
ing  to  a  separate  license  and 
establishing  a  separate 
account  with  Samsung. 

Given  that  the  device 


runs  Google’s  operating  system,  how  hard 
would  it  have  been  to  use  Google’s  OAuth 
rather  than  a  completely  separate  login? 

Overall  I  like  this  product.  The  perfor¬ 
mance  is  great,  the  display  is  great,  and 
its  nice  to  have  a  device  I  can  see  without 
glasses.  On  the  other  hand,  as  a  phone  it  feels 
odd.  It’s  a  little  uncomfortable  and,  if  you 
have  small  hands,  it  will  probably  be  too  big. 

For  some  people  this  phone  will  be  just 
what  they’re  looking  for,  while,  for  others,  its 
size  will  probably  make  it  a  little  too  weird 
to  be  comfortable.  Priced  at  $250  with  a  two- 
year  contract,  or  $749  without  a  contract, 
the  Samsung  Galaxy  Note  gets  a  Gearhead 
rating  of  4  out  of  5.  Obviously  when  it 
comes  to  price,  there’s  not  enough  focus  on 
miniaturization.  ■ 


Gibbs  is  vision  challenged  in  Ventura, 
Calif.  Tell  him  at  gearhead@ 
gibbs.com  what  you  see  and 
follow  him  on  Twitter  (@ 
quistuipater)  and 
on  Facebook 
(quistuipater). 


Gibbs  gave  the  Samsung  Galaxy  Note  high  marks 
despite  his  issue  with  phones  this  small. 
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GADGETS 

Tiny  MP3  player  falls  short; 

CableStrip  a  solid  choice 

Cool  Tools 


Keith  Shaw’s 


The  Kube  2 

by  Bluetree  Electronics, 
about  $40  (via  Amazon.com) 

►  What  it  is:  Billed  as  the  “smallest  touch 
MP3  player  in  the  world,”  the  Kube  2  is  a 
digital  music  player  constructed  in  the  shape 
of  a  cube  (imagine  if  you  took  one  die  from  a 
board  game  and  doubled  its  size).  The  Kube 
2  has  no  buttons  or  screens  —  instead,  you 
use  your  finger  to  touch  the  top  of  the  device 
and  either  hold  it  or  swipe  it  left/right/diago¬ 
nally  in  order  to  select  songs,  raise/lower 
the  volume  or  power  it  on/off.  The  unit  has 
no  internal  memory,  but  comes  with  a  4GB 
MicroSD  card  for  music  storage.  It  supports 
MP3,  WMA,  WAV  and  MIDI  files,  and  it  also 
includes  a  USB  adapter  for  the  MicroSD  card, 
a  pair  of  earbud  headphones  with  flat  cords 
that  tangle  less,  and  a  USB  charging  cable  (it 
charges  via  the  headphone  jack). 

►  Why  it’s  cool:  It’s  nice  to  see  some  digital 
music  player  options  for  users  that  aren’t 
made  by  Apple  —  the  Kube  2  is  smaller  in 
height  than  the  iPod  Nano,  but  the  cube  shape 
makes  it  thicker.  Each  unit  also  comes  with 

a  unique  sticker  “skin”  that  you  can  wrap 
around  the  Kube  2  to  personalize  it,  and  you 
can  buy  additional  skins  through  the  com¬ 
pany’s  website. 

►  Some  caveats:  I  wasn’t  thrilled  with  the 
touch  interface  —  there’s  a  lot  of  trial-and- 
error  required  to  get  the  right  feel  for  how 
long  you  hold  your  thumb,  and  which 
direction  to  swipe  in  order  to  do  things  like 
powering  it  up  or  switching  songs.  Your  two 
options  for  listening  are  either  shuffle  mode 

or  listening  to  songs  in  the 
order  on  the  memory  card 
—  listening  to  specific  artists 
or  album  or  playlists  aren’t 
available.  If  you  are  good 
about  loading  your  music  in 
a  specific  order,  you  might 
not  mind  these  limitations, 
but  it  could  get  tedious  to 
find  a  specific  song  with  the  swipe  actions 
required.  There’s  also  no  strap  or  way  to  clip 
the  device  onto  clothes  for  working  out. 


THE 

SCOOP 


CableStrip 

by  Rockpool  Designs,  about  $10  (for  a  pack  of  two) 

►  What  it  is:  This  cable  management  system  is  a  small  bracket  with  five  small 
holes  that  can  hold  cables  for  your  computer,  TV,  stereo  or  other  consumer  electronic  gear. 
The  CableStrip  uses  high-strength  tape  that  can  bond  on  the  side  of  a  desk  (it’s  not  recom¬ 
mended  for  painted  walls  or  porous  surfaces),  providing  a  solid  support  for  the  cables  and 
making  the  desk  area  slightly  less  cluttered. 

►  Why  it’s  cool:  My  notebook  doesn’t  have  a  docking  station,  so  I’m  constantly  trying  to 
connect  the  power  cable,  Ethernet  cable,  display  adapter  cable  and  a  USB  hub  cable  to  the  PC 
every  morning  when  I  come  into  work.  Without  the  CableStrip,  those  cables  would  likely 
fall  behind  the  desk  or  on  the  floor,  causing  more  hassles  every  time  I  tried  to  reconnect  them 
to  the  notebook.  The  holes  on  the  CableStrip  are  large  enough  for  the  various  sizes  of  cables, 
but  small  enough  so  that  they  don’t  fall  through  the  hole  to  the  ground.  The  tape  is  sturdy. 
Previous  clamps  I  used  lost  their  stickiness  after  a  few  weeks,  but  the  CableStrip  I  tested  has 
been  on  the  desk  for  a  good  three  months,  and  shows  no  signs  of  losing  its  grip.  It’s  a  solid 
value  that  solves  a  problem  for  notebook  owners. 

►  Grade  ★★★★★ 


►  Grade  ★★i  (out  of  five). 


Shaw  can  be  reached  at  kshaw@nww.com.  Follow  him  on  Twitter:  @shawkeith. 
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ENTERPRISE 


( ■  ■  to  success 


SlSHi 


BY  MARIA  KOROLOV 


Can  badges  and  scoreboards  really  make 
employees  work  harder,  for  no  extra  pay? 
Or  will  IT  departments  be  stuck  spending  time 
and  money  “gamifying”  work  processes  —  only 
to  have  to  undo  everything  once  the  fad  has  r  un 
its  course?  According  to  Gartner  analyst  Elise 
Olding,  25%  of  all  redesigned  processes  will 
include  some  form  of  gamification  by  2015. 


And  the  size  of  the  gamification  market  —  estimated  at  around  $100  mil¬ 
lion  last  fall  —  will  grow  to  more  than  $2.8  billion  by  2016,  according  to 
M2  Research.  The  company  also  predicts  that  the  enterprise  segment  will 
account  for  a  quarter  of  that  total,  the  single  largest  market  segment.  But  com¬ 
panies  need  to  make  sure  they  avoid  the  pitfalls  of  corporate  gamification. 


Badges?  We  don’t  need  no  stinkin’  badges! 

Seattle-based  Slalom  Consulting  had  2,000  employees  in  offices  around  the 
United  States.  To  improve  internal  communications,  the  company  decided 
to  create  a  mobile  application  that  would  help  employees  learn  the  names 
and  faces  of  their  colleagues.  To  encourage  participation,  the  application 


Wi 


included  a  “leaderboard”  showing  who  had  the 
highest  scores,  says  CEO  Brad  Jackson. 

The  tactic  backfired.  “We  found  that  only  5% 
of  the  people  truly  cared  about  being  at  the  top  of 
the  leaderboard,”  he  says.  The  prizes  —  gift  cards 
—  weren’t  enough,  either. 

“What  changed  for  us  is  when  we  transformed 
to  teams,”  he  says.  “Whether  by  organization,  or 
randomly  assigned  teams,  there  was  a  dramatic 
shift  in  the  engagement  of  the  game.  People  didn’t 
want  to  let  their  team  down.” 

Participation  grew  from  5%  to  90%,  he  says, 
and  recognition  scores  went  up  from  around 
45%  accuracy  to  89%. 

“In  an  environment  where  collaboration  is 
so  key,  we  saw  some  great  wins  come  out  of  it,” 
Jackson  says.  “I  saw  people  getting  on  more  proj¬ 
ects  they  were  excited  about.  Our  new  employees 
were  called  by  name.  And  it’s  so  wonderful  when 
you  are  recognized  when  you  walk  into  a  com¬ 
pany  event  —  it  increases  career  satisfaction.” 

Depending  on  the  gamification  project, 
badges,  leaderboards  and  other  rewards  might 
not  be  needed  at  all. 

Insurance  giant  Allstate  solicits  innovative 
ideas  from  employees  with  the  help  of  a  gamified 
social  innovation  tool  from  Pleasanton,  Calif.- 
based  Spigit  two  to  three  times  a  month. 

“We  don’t  necessarily  use  the  reward  system 
in  the  tool,”  says  Matt  Manzella,  Allstate’s  direc¬ 
tor  of  technology  innovation.  “We  have  in  the 
past,  but  people  just  want  to  participate.”  The 
key,  he  says,  is  to  pick  challenges  that  resonate 
with  employees. 

“We  do  turn  away  concepts,”  he  says.  “If  we 
feel  that  a  challenge  statement  is  not  compelling 
enough  for  the  crowd  to  get  excited  about,  we’ll 
turn  it  down  or  ask  them  to  come  up  with  better 
challenges.” 
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1.  Crowdsourcing 

Appirio  is  a  Silicon  Valley  cloud  vendor 
trying  to  compete  against  much  larger 
consulting  firms.  Two  years  ago  the 
company  launched  CloudSpokes,  an 
online  community  that  now  counts  as 
members  45,000  developers  who  com¬ 
pete  to  solve  programming  challenges. 

The  company  involved  developers 
themselves  in  making  sure  that  there 
were  no  loopholes  in  the  contests  and  in 
judging  the  results,  says  Narinder  Singh, 
the  company's  chief  strategy  officer. 

“Now  all  of  a  sudden  the  commu¬ 
nity  is  owners,"  he  says.  The  result  is  an 
environment  that  lets  people  learn,  and 
work,  in  a  different  way. 


2*  Call  centers 

Leaderboards  are  just  the  start  of  what 
companies  can  do  to  gamify  call  cen¬ 
ters  to  improve  morale  and  results. 

“For  call  centers  and  IT  support 
desks,  gamification  can  provide  real¬ 
time  dashboards  in  a  fun  and  engag¬ 
ing  manner,"  says  Siddhesh  Bhobe. 
associate  vice  president  at  Persistent 
Systems,  a  global  software  product 
development  company.  The  result,  he 
says,  is  better  productivity. 


Learning  games  and  simulations  are 
great  for  teaching  complex  skills  and 
conveying  large  amounts  of  content  — 
and  today's  companies  are  going  far 
beyond  simple  quiz-style  games. 

“We're  building  a  massive  territo¬ 
rial  3D  immersive  sales  game,”  says 
Andrew  Hughes,  president  of  Franklin, 

Ohio-based  Designing  Digitally,  which 
works  with  government  agencies,  uni¬ 
versities  and  corporations,  including 
the  U.S.  Air  Force  and  TD  Ameritrade. 

“It's  like  a  multi-user  Grand  Theft  Auto, 
but  with  salesmen." 

Some  companies  think  it’s  enough  to  take  existing  learning  material  and  put  it  into  a 
“Jeopardy!"-style  quiz  game,  he  says.  "We  don't  see  that  as  gamification.  We  won't  even 

go  down  that  route." 

Instead,  he  recommends  that  companies  look  to  today’s  best-selling  games  for  inspiration. 


3.  Social  media  and 
knowledge  sharing 

Corporate  social  media  networks 
aren't  usually  as  much  fun  as  con¬ 
sumer-oriented  social  networks.  And 
employees  might  need  some  incentives  to  share  infor¬ 
mation  and  expertise  that  they  previously  hoarded. 

For  example,  Bluewolf,  a  management  consulting  firm 
based  in  New  York  City,  uses  Saiesforce.com's  Chatter 
platform  as  its  internal  social  network.  At  the  beginning 
the  year,  the  platform  was  gamified.  with  employees 
getting  points  when  they  post  comments  —  and  more 
points  if  that  comment  sparks  a  conversation.  They  also 
get.  points  for  sharing  reports  to  their  outside  social  net¬ 
works,  or  publishing  a  blog  post,  or  making  presentations 
on  weekly  knowledge  management  calls. 

Points,  says  Natasha  Oxenburgh.  Biuewolf’s  social  pro¬ 
grams  manager,  can  be  redeemed  for  flight  upgrades, 
lunch  with  the  CEO  and  trips  to  the  Salesforce.com 
annual  conference. 

“The  difficult  part  is  trying  to  adjust  the  points,”  she 
says,  “and  trying  to  provide  rewards  that  are  of  interest  to 
all  our  employes,  from  the  youngest  to  the  more  mature." 

And  the  program  needs  to  be  adjusted  frequently,  with 
new  challenges  for  participants,  to  keep  it  interesting.  As  a 
result,  however,  participation  in  the  company's  social  net¬ 
work  increased  57%  during  the  first  quarter  of  the  year,  she 
says,  and  the  growth  continued  to  scale  up  in  Q2. 


WE’VE 
BASICALLY 
GIVEN  A 
MEGAPHONE 
TO  ALL  OUR 
EMPLOY¬ 
EES.  THIS 
IS  REALLY 
HELPING  US 
BUILD  OUR 
BRAND.” 


SOCIAL  PROGRAMS 
MANAGER  // 
BLUEWOLF 
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Peace 


Worry  free  warranty  =  Peace  of  mind* 

"This  is  the  first  time  I  specified  ICC  for  my  new  data  center  CAT  6 
cabling  plan.  To  my  pleasant  surprise,  every  port  passed  the 
test  with  high  margin.  My  cabling  cost  dropped  almost  20% 
compared  to  another  big  brand  I  used  the  last  time.  The  Elite 
Installer  even  worked  with  ICC  to  verify  and  provide  a  lifetime 
performance  warranty  —  very  cool."  -  Scott,  a  data  center  manager 

This  is  what  hundreds  of  IT  Managers  in  data  centers,  colleges  and 
enterprises  are  experiencing.  If  you  are  planning  to  upgrade  your  network, 
take  the  first  step:  Specify  ICC  and  ask  for  an  ICC  Certified  Elite  Installer! 

888-ASK-4ICC  I  csr@icc.com  I  icc.com/nw 

*When  ICC's  jacks,  patch  panels  and  premise  cables  are  installed  together  and  tested  per  TIA  specification. 
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THE  WORLD’S  MOST  RELIABLE  DATA  CENTER 
RACK  RODS.  ONLY  FROM  SERVER  TECH.  . 

Would  you  trust  your  data  center  power  management  to 
anyone  but  the  inventors  of  the  intelligent  PDU?  Since  1 984, 

Server  Technology  experts  have  produced  the  highest  quality  S' 

rackmount  power  distribution  and  monitoring  solutions.  / 

Built  for  reliability  and  performance.  All  designed  to  help  S 

you  manage  power  capacity,  reduce  downtime  and 
improve  energy  efficiency. 

SERVER  TECH  QUALITY  POWER  ARCHITECTURE  -sa¬ 

lt's  the  engineering  foundation  that  ^  v  ^ 

makes  our  PDUs  the  industry  standard.  * 

For  quality  and  reliability,  designed  and^  S 

configured  your  way,  delivered  fast. 

Contact  a  Server  Tech  ^ 

power  expert  today.  <  Server  Technology 

<  Quality  Rack  Power  Solutions 

^  www.servertech.com 

4  1-800-835-1515 

©2012,  Server  Technology,  Inc 


BE  INFORMED  ABOUT  ENVIRONMENTAL 
ISSUES  IN  YOUR  SERVER  ROOM 
...EVEN  WHEN  YOU'RE  SLEEPING 

ONLY  SENSAPHONE  PRODUCTS  CAN  CALL 


MONITOR: 

•  TEMPERATURE 

•  HUMIDITY 

•  WATER  DETECTION 

•  POWER  FAILURE 
&  MORE 


AND  WAKE  YOU  WITH  A  CUSTOM  VOICE 

MESSAGE  DESCRIBING  THE  SPECIFIC  PROBLEM 

WITH  SENSOR  DETAILS 

MAKE  SURE  YOU  GET  THE  MESSAGE 

NOTIFICATION 

VIA: 

•  CUSTOM  VOICE 
PHONE  CALL 

•  EMAIL 

•  TEXT 

•  SNMP 

SENSAPHONE’ 

REMOTE  MONITORING  SOLUTIONS 

877-373-2700 

www.sensaphone.com 
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1 2-Outlet  48"  Power  Strip 

ANI-1248SUR 


Metal  /  Rack  Mountable  /  Surge  Protected  Power  Strip 


6-ft.  Power  Cord 
Lit  Power  Switch 
Surge  Protected 
Resettable  Circuit  Breaker 
Horizontal  Outlet  Orientation 

i smgtm 


ICQ  MSRP 

99  plus  S&H 


www.a-neutronics.com 

Or  Call  Toll-Free:  1-877-263-8876  -  469-362-9228 
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Instantly  Search 
Terabytes  of  Text 


! 
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AccessData 


New  Developer 
Connector  Libraries 


25+  fielded  and  full-text  search  types 

dtSearch's  own  document  filters 
support  "Office,"  PDF,  HTML,  XML, 

ZIP,  emails  (with  nested  attachments), 
and  many  other  file  types 

Supports  databases  as  well  as  static 
and  dynamic  websites 

Highlights  hits  in  all  of  the  above 

APIs  for  .NET,  Java,  C++,  SQL,  etc. 


AccessData  offers  dtSearch  Engine 
users  OEM  Connectors  covering: 

•  Microsoft  Exchange 

•  Symantec  Enterprise  Vault  (Exchange) 

•  Oracle  URM. 


64-bit  and  32-bit;  Win  and  Linux 


"lightning  fast"  Redmond  Magazine 


"covers  all  data  sources" 


"results  in  less  than  a  second" 

InfoWorld 


hundreds  more  reviews  and  developer 
case  studies  at  www.dtsearch.com 


dtSearch  products: 

♦  Desktop  with  Spider  ^  Web  with  Spider 

♦  Network  with  Spider  ^  Engine  for  Win  &  .NET 
^  Publish  (portable  media)  Q  Engine  for  Linux 

♦  Document  filters  also  available  for  separate  licensing 

Ask  about  ful/y-functional  evaluations 
The  Smart  Choice  for  Text  Retrieval®  since  1991 

www.dtSearch.com  1-800-IT-FINDS 


AccessData  has  taken  its  unparalleled  expertise 
in  the  fields  of  computer  forensics,  cyber 

i 

security  and  e-discovery,  and  used  it  to  develop 
flexible  and  robust  data  connectors  for  a  wide 
array  of  content  repositories.  AccessData 
connectors  are  extremely  lightweight  and 
accessible  through  .NET  APIs.  Each  connector 
offers  the  ability  to:  iterate  over  the  structure  of 
the  remote  data  store;  retrieve  incremental 
indexing  information  (IDs  and  timestamps); 
retrieve  item  metadata;  retrieve  item  content; 
and  store  data  in  a  dtSearch  index. 

" These  data  connectors  are  purpose- 
built  to  integrate  with  dtSearch 
technology  and  allow  for  full  text 
indexing  of  a  repository’s  content ." 

" These  indexes  can  then  be  used  to  support 
a  wide  variety  of  business  solutions 
including  records  management, 
information  governance,  internal 
investigations,  audit  and  e-discovery." 

www.accessdata.com  1-800-574-5199 
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One  successful  blitz  resulted  in  changing 
the  process  of  how  claims  are  scheduled  in 
an  office. 

“It  sounds  like  a  mundane  process,  but 
leadership  didn’t  recognize  how  complex 
it  was  and  how  much  stress  it  was  causing 
employees,”  he  says.  Changing  the  process 
saved  the  company  $18  million  a  year  in 
adjusters’  time. 

Another  successful  blitz  involved  sug¬ 
gestions  for  features  that  should  go  into  the 
company’s  mobile  app.  “It  just  comes  down 
to  the  problem,”  he  says.  “People  want  to 
contribute  to  something  that’s  outside  their 
normal  scope  of  work,  but  they  don’t  want  to 
contribute  to  improve  some  boring  process. 
Mobile  apps  are  low-hanging  fruit  —  they 
participate  like  crazy.” 

It’s  also  important  to  have  buy-in  from 
senior  management,  and  a  commitment  to 
doing  something  with  the  results,  he  says. 

Allstate  has  been  running  blitzes  for  four 
years,  and  has  generated  more  than  5,000 
ideas  and  more  than  a  million  visits  to  the 
tool.  In  addition  to  coming  up  with  the  ideas, 
participating  employees  can  vote  other  ideas 
up  or  down,  or  add  their  own  comments. 

Their  only  reward  is  the  personal  satisfac¬ 
tion  of  solving  an  interesting  problem.  How¬ 
ever,  Manzella  is  considering  adding  some 
recognition  features  as  well.  “I  would  like  to 
use  more  of  the  reputation  management  and 
point  system  [in  Spigit],”  he  says. 

The  bottom  line?  Rewards  need  to  be 
aligned  correctly  with  the  gamification  proj¬ 
ect,  as  well  as  the  company’s  culture. 

Points  of  failure 

Choosing  the  wrong  rewards  for  a  gamification 
project  is  one  way  to  lead  a  project  to  failure. 

Another  is  letting  a  project  get  stale.  Video 
game  companies  know  that  they  need  to 
release  updates,  expansion  packs  and  brand- 
new  games  to  keep  their  players  interested. 
Enterprise  gamification  programs  also  need 
to  change  and  evolve. 

“If  you  don’t  keep  systems  like  this  vibrant 
and  current,  if  you  don’t  continuously  evolve 
your  gamification  approach,  it  will  become 
boring,”  says  Gabe  Zichermann,  chair  of  the 
Gamification  Summit  and  CEO  of  Gamifica- 
tion.co.  “Nothing  is  interesting  forever.” 

Companies  should  also  be  careful  not  to  try 
to  use  virtual  rewards  in  place  of  reasonable 
compensation,  he  adds.  While  companies  can 
save  money  by  awarding  badges  and  reputa¬ 
tion  points  instead  of  cash  bonuses,  employ¬ 
ees  will  see  right  through  it  if  a  company  tries 
to  use  gamification  as  a  substitute  for  being 
paid  appropriate  amounts  and  having  good 
working  environments,  healthcare  and  man¬ 
agement  relations. 

For  some  companies,  it’s  the  word  “gami¬ 
fication”  that  causes  problems.  “Traditional 
managers  are  used  to  the  idea  that  work  is 
not  supposed  to  be  enjoyable,”  says  James 


Gardner,  chief  strategy  officer  at  Spigit.  “I 
used  to  be  the  CTO  of  one  of  the  largest  gov¬ 
ernment  departments  in  Britain.  I  used  to 
have  middle  managers  say,  ‘My  people  are 
not  here  to  play  games  at  work,  they’re  here 
to  do  their  jobs.’” 

Gardner  suggests  using  the  phrase  “psy¬ 
chological  dynamics”  when  approaching 
managers.  “The  word  ‘gamification’  is  guar¬ 
anteed  to  cause  enormous  headaches.” 

Another  trap  to  watch  out  for  is  that  of 
unintended  consequences.  “When  people 
first  put  sales  contests  into  place,  there  were 
some  people  who  quit  as  a  result,”  says  Arun 
Sundararajan,  a  professor  at  the  NYU  Stern 
School  of  Business  who  specializes  in  digital 
economics.  “It  causes  salespeople  to  under¬ 
cut  each  other,  steal  each  other’s  business. 
But  we’ve  had  these  contests  for  50  years,  and 
have  refined  them  over  time,  and  understand 
what  the  unintended  consequences  might  be.” 

With  the  new  crop  of  gamification  pro¬ 
grams,  that  level  of  experience  isn’t  there.  As 
a  result,  he  says,  companies  should  start  out 
slowly  and  carefully. 

“It’s  a  good  idea  for  companies  to  start  by 
using  them  in  non-mission-critical  scenarios, 
and  get  a  sense  of  how  employees  are  react¬ 
ing  to  the  new  kind  of  competition,  instead  of 
just  pulling  it  off  the  shelf  and  sticking  it  in,” 
he  says. 

Finally,  any  gamification  project  needs  to 
provide  value  to  participants,  and  not  just 
meaningless  badges. 

“People  use  Foursquare,  it’s  very  exciting,” 
says  Rajat  Paharia,  founder  and  chief  prod¬ 
uct  officer  of  gamification  vendor  Bunchball. 
“They  play  with  it  for  a  couple  of  weeks,  and 
a  month,  and  then  they’re  like,  ‘Why  am  I 
doing  this?’  There  needs  to  be  something 
else  there  that’s  meaningful.  There  needs  to 
be  some  core  intrinsic  value  to  the  service. 
Empty  points  and  meaningless  badges  are 
not  sustainable.” 

That  value  can  take  different  forms  at  dif¬ 
ferent  companies.  It  could  come  in  the  form  of 
helping  employees  do  their  jobs  better,  or  in 
seeing  their  ideas  making  a  difference. 

And  value  can  take  other  manifestations  as 
well,  says  Paharia.  “You  can  get  an  iPad  or  golf 
clubs.  You  can  get  early  access  to  content.  And 
people  want  power,  moderation  ability,  ability 
to  join  secret  or  exclusive  groups.” 

Will  it  last? 

It’s  too  early  to  tell  whether  the  gamification 
trend  has  long-term  potential,  says  Sundara¬ 
rajan.  “But  there  are  a  couple  of  reasons  why  I 
think  it’s  promising.” 

The  first  is  that  employees  are  increasingly 
expecting  to  have  technology  at  work  that 
resembles  what  they  use  at  home. 

“They  want  the  stuff  that  they  see  at  work 
to  be  like  Facebook,  like  Foursquare,  like  the 
iPhone,”  he  says.  “This  is  very  different  from 
10  or  15  years  ago,  when  there  wasn’t  much 


technology  developed  just  for  the  consumer.” 

And  the  trend  is  only  accelerating,  he  adds. 
“In  five  years,  every  new  employee  would 
have  grown  up  with  Facebook  and  mobile 
devices,”  he  says.  “This  is  certainly  something 
that  is  working  in  favor  of  gamification  of  the 
enterprise  as  a  promising  [long-term]  trend.” 

In  addition,  some  of  the  individual  tech¬ 
niques  used  as  part  of  gamification  strategies 
have  been  used  by  companies  in  more  limited 
contexts  for  many  years,  Sundararajan  says. 

“Everyone  who’s  ever  walked  into  a  call 
center  or  sales  center  has  used  a  leaderboard,” 
says  Gamification.co’s  Zichermann. 

Another  example  is  employee-of-the- 
month  programs,  which  are  common  in  many 
companies. 

“Businesses  have  known  for  a  long  time 
that  recognition  can  be  used  in  place  of  cash 
rewards,”  hesays.  “What’s  new  is  that  we  have 
new  language  to  describe  it,  and  new  technol¬ 
ogy  to  make  it  easier  to  do.” 

However,  he  would  like  to  see  more 
research  into  how  well  these  new  technolo¬ 
gies  work,  he  adds. 

“There  aren’t  any  long-term  studies  that 
support  the  kind  of  current,  broad,  context- 
based  solutions  because  this  discussion  didn’t 
start  until  2010,”  says  Zichermann. 

But  gamification  is  about  more  than  just 
badges  and  scoreboards.  Those  are  just  the 
start  of  the  process  of  applying  game  tech¬ 
niques  to  work  in  order  to  make  it  more  fun 
and  engaging. 

“We’ve  done  surveys  at  companies  and  the 
passion  levels  are  very  low  —  and  the  larger 
the  company  the  lower  the  levels  of  passion,” 
says  John  Hagel,  co-chair  of  Deloitte’s  Cen¬ 
ter  for  the  Edge.  “If  you  believe,  like  we  do, 
that  passion  drives  extreme  performance 
improvement,  that’s  a  real  problem.” 

To  find  examples  of  passionate  engagement, 
Deloitte  looked  to  World  of  Warcraft,  a  mas¬ 
sively  multi-player  online  role-playing  game. 

“You  get  into  the  game  in  early  stages  and 
you’re  given  very  modest  kinds  of  challenges 
that  you  can  do  yourself  without  any  help,” 
Hagel  says.  “And  it  draws  you  in  further  and 
the  challenges  get  harder  and  harder  and 
you’re  given  an  environment  where  you  can 
connect  to  others  and  create  teams  to  address 
those  challenges.” 

However,  he  warns  companies  against 
trying  to  create  a  complex  World  of  Warcraft- 
style  game  right  from  the  start. 

“In  my  experience,  relatively  few  of  those 
are  successful,”  he  says.  Instead,  he  suggests 
that  companies  start  with  small  projects,  see 
how  employees  actually  use  them,  and  build 
from  there. 

Video  games,  after  all,  have  been  evolving 
for  decades.  Corporate  gamification  systems 
can  take  time  to  build,  as  well.  ■ 

Korolov  is  a  freelance  writer.  She  can  be 
reached  at  maria@tromblyinternational.com. 
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It's  not  just  a  wool  cap. 

It's  an  opportunity. 

Opportunities  are  created  and  protected 
in  the  AT&T  network. 

In  here,  vendor  access  is  secure. 

Communications  are  simple  and  safe.  Retail 
transactions  are  protected  -  online  and  in-store. 

As  demand  spikes,  stores  and  suppliers  can 
react  instantly.  From  any  device, 
anywhere  in  the  world,  buyers  can  contact  suppliers 
securely  to  get  what  they  need  overnight. 

In  here,  a  wool  cap  goes  from  "nice" 
to  "phenomenal"  in  one  season. 

To  learn  more,  visit  att.com/business 
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RADIUS  SERVERS 


Low-cost  RADIUS  for  Wi-Fi  networks 

Elektron,  ClearBox,  Microsoft  NPS  and  FreeRADIUS  enable  Wi-Fi  security  for  SMBs 


BY  ERIC  GEIER 

Remote  Authentication  Dial-In 
User  Service  (RADIUS)  serv¬ 
ers  are  common  in  enterprise 
networks  to  offer  centralized 
authentication,  authorization 
and  accounting  (AAA)  for  access  control. 
But  RADIUS  servers  can  also  be  useful  in 
small  and  midsize  networks  to  enable  802.1X 
authentication  and  WPA2  (802.11i)  security 
for  Wi-Fi  nets. 

We  tested  four  RADIUS  servers  that  smaller 
businesses  might  consider:  Elektron,  Clear¬ 
Box,  Microsoft’s  Network  Policy  Server  from 
Windows  Server  2008  R2  and  FreeRADIUS. 

We  measured  ease  of  installation  and  con¬ 
figuration,  quality  of  the  documentation  and 
the  ability  to  customize  configurations.  All  of 
the  vendors  scored  well,  with  ClearBox  on  top 
and  Elektron  a  close  second,  and  FreeRADIUS 
and  Windows  Server  NPS  tying  for  third. 

Elektron  ($750)  is  a  good  entry-level  and 
user-friendly  server.  ClearBox  ($599)  is  a 
great  choice  for  small  networks,  but  it  also 
scales  to  larger  networks.  Microsoft  Win¬ 
dows  Server  2008  R2  NPS  is  likely  a  given  for 
organizations  already  running  a  Windows 
Server.  But  it  lacks  advanced  features  and 
database  support.  And  FreeRADIUS  (open 
source)  is  a  solid  and  economical  choice  for 
Unix/Linux  admins  offering  the  most  cus¬ 
tomization  and  flexibility. 

Here  are  the  individual  reviews: 

Elektron 

The  Elektron  RADIUS  server  from  Periodik 
Labs  is  a  Windows  GUI-based  server  that’s 
targeted  toward  wireless  authentication  for 


CLEAR 


small  and  midsize  networks, 
but  supports  other  AAA  purposes  as  well. 
It’s  offered  as  a  30-day  free  trial  and  then 
costs  $750  for  a  single  server  license. 

Elektron  can  run  on  Windows  XP  Pro, 
Vista,  Windows  7  and  Windows  Server 2003 
and  2008.  There’s  also  a  Mac  OS  X  edition 
that  runs  on  10.5  or  later  or  with  an  Intel  Core 
Duo  or  better  processor.  Both  require  at  least 
512MB  of  memory  and  20MB  of  free  disk 
space. 

Elektron  supports  multiple  authentication 
methods.  It  also  supports  the  following  data¬ 
bases  for  the  user  account  data:  internal  data¬ 
base,  Windows  accounts,  Mac  OS  X  Direc¬ 
tory  Services,  Active  Directory  and  other 
LDAP  directories,  SQL  and  other  ODBC 
compliant  data  sources,  Remote  RADIUS 
servers  and  script. 

We  tested  Elektron  Version  2.2  in  Win¬ 
dows  Server  2008  R2  on  a  VMware  virtual 
machine.  The  installation  was  very  simple 
and  only  took  about  a  minute.  It  uses  a  typi¬ 
cal  Windows  installer  and  didn’t  prompt  us 
for  any  server-related  settings. 

Immediately  after  the  installation  we 
found  a  Setup  Wizard  to  help  configure  Elek¬ 
tron  for  wireless  authentication.  It  prompted 
us  to  create  a  password  (shared  secret)  for 


a  wireless  access  point  (RADIUS  client) 
and  helped  configure/create  a  server  cer¬ 
tificate.  The  wizard  was  helpful,  but  could  be 
improved  by  allowing  you  to  enter  passwords 
for  individual  access  points  rather  than  cre¬ 
ating  a  catch-all  entry  for  any  access  point, 
which  is  a  less  secure  method. 

After  using  the  Setup  Wizard  we  were  left 
in  the  dark  as  to  our  next  step.  Since  we’re 
experienced  with  the  RADIUS  process,  we 
knew  we  had  to  configure  the  Authentication 
Provider  (we  used  the  internal  database)  and 
input  user  account  info  (we  created  a  user  on 
the  Elektron  Accounts  page).  But  those  not 
familiar  with  RADIUS  might  be  confused 
because  the  wizard  doesn’t  cover  this  and  the 
Getting  Started  section  in  the  documentation 
skips  it  as  well.  Nevertheless,  after  configur¬ 
ing  our  wireless  access  point  with  WPA2- 
Enterprise  we  were  able  to  authenticate  via 
Protected  Extensible  Authentication  Proto¬ 
col  (PEAP). 

While  reviewing  the  Authentication 
settings  we  found  we  could  add  multiple 
Authentication  Providers  and  dynami¬ 
cally  assign  users  to  them  based  upon 
their  Domain  or  Access  Point  Group,  with 
support  for  stripping  the  domain  from  the 
incoming  username.  We  also  found  sup¬ 
ports  for  MAC  address  authentication, 
which,  while  not  the  most  secure  method, 
can  be  used  to  authenticate  devices  that  don’t 
support  802. IX  security  or  other  protocols 
supported  by  Elektron.  Another  notable  fea¬ 
ture  is  the  ability  to  block  logins  after  mul¬ 
tiple  failed  password  attempts. 

Authentication  settings  in  Elektron 

In  the  Authorization  settings,  we  could  create 
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Product 

Elektron  RADIUS 

ClearBox  RADIUS 

Windows  Server  2008  R2 
Network  Policy  Server 

FreeRADIUS 
(open  source) 

Company 

Periodik  Labs 

XPerience  Technologies 

Microsoft 

Commercial  support  available 
from  Network  RADIUS 

Price 

$750  for  a  single 
server  license 

$599  for  a  single 
server  license 

Unlimited  number  of  clients 
free  with  Windows  Server  2008 

R2  Enterprise  Edition 

Free 

Pros 

Easy  installation, 
user-friendly 

Scalable,  feature- 
rich,  easy  to  use 

Free  with  Windows  Server,  includes 
Network  Access  Control  (NAC) 

Excellent  features 
and  functionality 

Cons 

Setup  wizard  could 
be  improved 

Windows  only, 
documentation  could 
be  improved 

Lacks  customization  and 
advanced  functionality 

Unix-only,  non-GUI  server 
that  requires  an  experienced 
Unix/Linux  admin 

Total  score 

4 

4.25 

3.75 

3.75 
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SCORECARD 

Product  ClearBox 

Elektron 

FreeRADIUS 

Windows 

Server  NPS 

Installation  (25%)  5 

5 

4 

4 

Ease  of  use  (25%)  4 

4 

2 

4 

Customization  (25%)  4 

3 

5 

2 

Documentation  (25%)  4 

4 

3 

4 

Total  4.25 

Scoring  key:  5:  Exceptional; 

4 

3.75 

3.75 

4:  Very  Good;  3:  Average;  2:  Below  Average;  1:  Consistently  subpar 


custom  polices.  We  could  deny  connections, 
assign  users  to  virtual  LANs,  append  cus¬ 
tom  RADIUS  response  attributes  or  execute 
a  script  based  upon  various  triggers:  login 
time,  username,  user  group,  access  point 
group,  media  access  control  address  group 
or  the  result  of  a  script.  These  provide  the 
authorization  functionality  SMB  networks 
usually  require,  but  don’t  provide  the  full  cus¬ 
tomization  ability  larger  or  service  provider 
networks  might  require. 

In  the  Accounting  section  we  found  basic 
access  and  error  logs,  viewable  only  in  the 
GUI  and  not  able  to  be  sent  to  a  database.  We 
were  impressed  with  the  Event  Handler  fea¬ 
ture  that  allows  you  to  easily  enable  notifica¬ 
tions  on  events  like  logins,  failed  logins,  pass¬ 
word  lockouts  and  errors. 

In  the  main  server  settings  Elektron  sup¬ 
ports  remote  administration  so  you  can 
manage  the  server  from  other  PCs,  and 
server  replication  to  set  up  a  backup  server. 

Overall,  Elektron  is  a  solid,  attractive  and 
user-friendly  server.  Though  the  Getting 
Started  section  in  the  documentation  could 
be  improved,  generally  it  was  informative  and 
useful,  and  should  be  understandable  by  those 
less  experienced  with  RADIUS.  Elektron  is  a 
great  option  for  small  and  midsize  networks. 

ClearBox  Enterprise  RADIUS  Server 

ClearBox  Enterprise  RADIUS  Server  from 
XPerience  Technologies  is  a  Windows-based 
RADIUS  server  that  can  serve  the  AAA 
needs  of  small  businesses  or  even  large  net¬ 
works  with  millions  of  users,  according  to 
the  company.  Like  the  Elektron  RADIUS 
server,  ClearBox  is  a  GUI-based  program. 
The  company  offers  a  30-day  free  trial  and 
then  charges  $599  for  a  single  server  license. 

ClearBox  can  run  on  any  Windows  plat¬ 
form  from  Windows  2000  up  to  Windows 
7  and  Windows  Server  2008  R2.  It  requires 
only  a  Pentium  II  or  higher  processor,  256MB 
or  more  of  memory,  and  at  least  16.6MB  of  free 
disk  space  for  the  full  install. 

ClearBox  supports  multiple  authentication 
methods.  ClearBox  allows  the  use  of  concur¬ 
rent  data  sources  and  supports:  internal  data¬ 
base,  Windows  accounts,  Active  Directory 
and  other  LDAP  directories,  SQL  and  other 
ODBC  and  OLE  DB  compliant  data  sources 
and  Remote  RADIUS  servers. 

We  tested  using  ClearBox  Version  5.7, 
released  in  March,  in  Windows  Server  2008 
R2  on  a  VMware  virtual  machine.  The  instal¬ 
lation  was  simple  and  took  less  than  two  min¬ 
utes.  It  uses  a  typical  Windows  installer  and 
only  prompts  you  for  three  server-related 


settings:  the  mode  (Normal  or  Debug),  the 
Control  Centre  password  and  whether  you 
want  to  enable  wireless  authentication. 

After  finishing  the  install,  the  ClearBox 
Manual  is  by  default  set  to  automatically 
appear.  We  found  the  documentation  to  be 
thorough,  but  quickly  noticed  some  slight 
inconsistencies.  For  example,  some  button 
names  mentioned  differ  from  what  is  on 
the  GUI  and  the  instructions  for  testing  the 
server  after  setup  were  incomplete.  Never¬ 
theless,  we  were  able  to  quickly  configure 
ClearBox  for  PEAP  wireless  authentication, 
including  creating  a  server  certificate  via  the 
Certificates  Wizard. 

We  also  tried  out  the  Configuration  Wizard 
that  helps  those  less  experienced  in  RADIUS 
understand  and  set  the  basic  settings:  adding 
RADIUS  Clients  and  selecting  a  user  data¬ 
base.  We  found  this  wizard  informative  and 
easy-to-use. 

After  configuring  our  wireless  access  point 
with  WPA2-Enterprise  and  successfully 
authenticating  via  PEAP,  we  poked  around 
the  advanced  ClearBox  settings.  We  found 
it  supported  multiple  realms,  so  incoming 
requests  can  be  handled  via  a  different  set  of 
authentication,  authorization  and  accounting 
settings  based  upon  the  username,  client  IP, 
RADIUS  attributes,  Windows  group  mem¬ 
bership  or  custom  SQL  result.  Additionally, 
it  supported  username  rewriting  in  case 
you  require  processing  requests  without  a 
domain  name. 

Authorization  settings  can  always  be  manu¬ 
ally  created  in  the  Black,  Check,  Response  and 
Reject-Response  lists  using  any  RADIUS  attri¬ 
butes  and  values.  But  authorization  settings 
are  also  configurable  via  the  Users  Manager,  if 
you’re  using  the  ClearBox  internal  user  data¬ 
base,  which  include  settings  to  enforce  login 
hours,  set  time  credits,  set  per-user  concurrent 


session  limits  and  restrict  logins  to  a  specific 
client  using  its  MAC  address. 

In  the  Accounting  settings,  we  could  log 
accounting  details  to  the  internal  database,  an 
external  database  or  a  file.  Interestingly,  it  also 
included  the  ability  to  cache  accounting  data  if 
the  database  is  unavailable.  Though  not  indi¬ 
cated  in  the  GUI,  ClearBox  also  supports  third- 
party  billing  systems. 

Other  logging  features  include  a  Server 
Statistics  page  to  view  a  rundown  of  packet 
types  sent  and  received,  an  Online  Logging 
page  to  view  real-time  activity  and  text-file 
logging  of  server  errors  and  RADIUS  packets. 

In  the  main  Server  Settings,  ClearBox  sup¬ 
ports  remote  administration,  server  replica¬ 
tion  in  case  you  want  to  set  up  a  backup  server, 
advanced  RADIUS  settings  and  advanced 
logging  settings.  And  another  notable  feature 
is  the  ability  to  enable  monitoring  and  alert¬ 
ing  that  can  automatically  restart  the  server 
and  send  an  email  alert  if  ClearBox  stops 
responding. 

Overall  ClearBox  is  feature-rich  and  easy- 
to-use.  Its  thorough  documentation  and  the 
internal  user  database  make  it  user-friendly 
for  smaller  organizations  that  might  lack 
RADIUS  experience.  And  its  customization 
and  wide  database  support  allow  use  by  larger 
organizations. 

Microsoft  Windows 
Server  2008  R2NPS 

Microsoft’s  Windows  Server  platform  pro¬ 
vides  a  RADIUS  server,  an  economical 
option  for  those  already  running  (or  plan¬ 
ning  to  run)  a  Windows  Server.  Starting  with 
Windows  Server  2008,  Microsoft  provides 
the  RADIUS  service  with  its  Network  Policy 
Server  (NPS)  role,  whereas  previously  it  was 
provided  by  the  Internet  Authentication  Ser¬ 
vice  (IAS)  role.  Like  most  other  Windows 
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Server  roles,  NPS  configuration  is  GUI-based. 

NPS  provides  different  functionality 
depending  on  the  edition  of  Windows  Server 
2008  or  2008  R2.  The  Web  Server  edition 
is  the  only  one  that  doesn’t  include  the  NPS 
role/feature.  The  Standard  Edition  supports 
a  maximum  of  50  RADIUS  clients  (access 
points)  and  a  maximum  of  two  remote 
RADIUS  server  groups.  The  Enterprise  and 
Datacenter  editions  allow  an  unlimited  num¬ 
ber  of  RADIUS  clients  and  remote  RADIUS 
server  groups. 

NPS  supports  the  basic  common  authen¬ 
tication  protocols.  Additionally,  Micro¬ 
soft  allows  plug-ins  of  other  vendors’  EAP 
methods. 

For  authentication  NPS  only  allows  the 
use  of  Active  Directory  for  the  user  account 
database,  in  addition  to  being  able  to  proxy 
requests  to  other  RADIUS  servers  for  pro¬ 
cessing.  For  RADIUS  accounting  you  can 
write  to  a  text  file  and/or  store  in  a  Microsoft 
SQL  Server  database. 

We  evaluated  NPS  in  Windows  Server 
2008  R2  on  a  VMware  virtual  machine. 
Before  enabling  NPS  we  performed  the  initial 
configuration  of  Windows  Server  and  set  up 
an  Active  Directory  domain.  Then  we  used 
the  documentation  from  Help  and  Support 
within  Windows  for  information  on  how  to 
configure  NPS  for  802.1X,  which  we  found 
complete  and  thorough,  targeted  toward 
administrators.  We  spent  about  10  minutes 
enabling  the  Certificate  Services  role  and 
creating  a  certificate  authority  (CA).  Next  we 
enabled  the  NPS  role  and  registered  it  with 
Active  Directory,  which  was  done  in  less  than 
five  minutes. 

Then  we  selected  the  802.1X  configuration 
scenario  and  ran  the  configuration  wizard  that 
helped  us  add  RADIUS  clients  (access  points), 
select  the  authentication  protocol  (PEAP)  and 
choose  user  groups  to  apply  to  the  NPS  server. 
The  wizard  also  allowed  us  to  configure  traffic 
controls,  which  are  RADIUS  attributes  (such 
as  VLAN  assignments)  you  can  configure  to 
be  sent  to  the  RADIUS  clients  and  applied  to 
authenticated  and  authorized  users. 

After  configuring  our  wireless  access  point 
we  could  authenticate  via  PEAP  authentica¬ 
tion.  Like  the  other  servers,  NPS  supports 
multiple  policy  configurations.  You  can  create 
policies  with  specific  conditions  of  requests 
(user  groups,  NAS  port  type  and  many  other 
conditions)  and  requests  that  match  those 
are  given  a  set  of  authentication  and  autho¬ 
rization  settings.  You  can  define  settings  like 
exact  authentication  protocols,  day  and  time 
restrictions  and  custom  reply  RADIUS  attri¬ 
butes  (such  as  for  VLAN  assignments). 

Unlike  the  other  RADIUS  servers  we 


reviewed,  NPS  includes  Microsoft’s  network 
access  control  (NAC)  implementation  called 
Network  Access  Protection  (NAP).  It’s  basi¬ 
cally  an  enhanced  form  of  authorization 
controls,  where  you  can  allow  or  deny  access 
based  upon  health  policies. 

For  RADIUS  server  logging  and  account¬ 
ing,  NPS  supports  writing  to  a  text  file  and/or 
storing  in  a  Microsoft  SQL  Server  database. 
For  each  it  gives  you  the  ability  to  specify  what 
you  want  to  log.  For  SQL  logging  it  gives  you 
the  ability  to  enable  text  file  logging  in  case 
of  SQL  failure.  For  text  file  logging  you  can 
specify  when  it  should  automatically  create 
new  logs. 

Overall  the  NPS  role  of  Windows  Server 
2008  R2  provides  adequate  AAA  services, 
but  lacks  some  customization  and  advanced 
functionality  found  in  other  servers  like  Free- 
RADIUS  and  Clear  Box.  Nevertheless,  it’s  still 
a  great  and  economical  option  for  small  and 
midsize  networks  already  running  a  Win¬ 
dows  Server  with  Active  Directory. 

FreeRADIUS 

FreeRADIUS  is  a  free  and  open  source 
RADIUS  server  released  under  the  GNU  Gen¬ 
eral  Public  License  Version  2  (GPLv2)  with 
commercial  support  available  from  Network 
RADIUS.  Designed  to  run  on  Unix  and  other 
Unix-like  systems,  like  Linux,  it’s  primarily  a 
non-GUI  server  in  which  you  adjust  settings 
in  configuration  files  and  run  the  server  via 
command  line.  Thus  it’s  best  for  administra¬ 
tors  with  Unix/Linux  experience.  It  can  serve 
the  AAA  needs  of  small  networks  with  a  few 
users  or  even  service  providers  with  millions 
of  users. 

There  isn’t  any  published  hardware 
requirement  for  FreeRADIUS,  but  gener¬ 
ally  any  commodity  PC  can  serve  up  to  a  few 
hundred  thousand  users.  It  can  run  on  a  vari¬ 
ety  of  platforms  in  many  different  operating 
systems,  including  Linux  (CentOS,  Debian, 
Mandriva,  Red  Hat,  SUSE,  Ubuntu),  Solaris 
and  FreeBSD.  Many  OSs  have  FreeRADIUS 
binaries  in  their  package  repositories,  making 
the  installation  simple,  but  they  might  not  be 
updated  with  the  latest  release.  In  these  cases 
you  can  build  the  packages  yourself  with  the 
FreeRADIUS  source  code  but  this  can  be  a 
challenge,  especially  for  those  less  experi¬ 
enced  with  Unix/Linux. 

FreeRADIUS  supports  the  following  data¬ 
bases  and  data  sources:  included  flat  files, 
Linux  accounts  (/etc/passwd  files).  Active 
Directory  and  other  LDAP  directories,  SQL 
and  other  ODBC  compliant  data  sources. 
Remote  RADIUS  servers,  external  shell. 
Python,  Perl  scripts,  Redis,  DBM  files,  Ruby 
and  Java. 


We  tested  FreeRADIUS  in  Ubuntu  12.04 
LTS  on  a  VMware  virtual  machine.  We 
installed  it  via  the  Ubuntu  package,  which 
was  FreeRADIUS  v2.1.10  instead  of  the  most 
current  v2.2.12.  The  installation  was  very 
simple  and  only  took  a  few  minutes,  but  can 
be  a  very  different  matter  if  you  must  compile 
from  the  source  code  yourself. 

Next  we  followed  the  documentation  on 
the  FreeRADIUS  wiki  to  configure  the  server, 
which  didn’t  completely  match  with  our 
default  Ubuntu  installation  but  did  put  us  in 
the  right  direction.  We  also  noticed  some  of 
the  documentation  is  outdated  and  could  use 
some  better  organization. 

After  completing  the  basic  configuration 
and  testing,  the  wiki  wasn’t  very  clear  on 
what  to  do  next  to  get  PEAP  authentication 
working.  But  we  did  find  help  on  another 
site,  which  is  maintained  by  a  FreeRADIUS 
developer  and  offers  seemingly  more  up-to- 
date  documentation. 

FreeRADIUS  includes  the  ability  to 
dynamically  assign  configuration  to  con¬ 
necting  users  via  many  different  criteria, 
similar  to  the  other  servers  we  reviewed,  but 
offers  the  most  flexibility  and  customization. 
Additionally,  a  major  feature  that  sets  Free¬ 
RADIUS  apart  from  the  others  is  the  virtual 
server  support,  similar  to  virtual  servers  in 
Web  servers  (Apache,  Nginx). 

You  can  connect  multiple  virtualized  con¬ 
figurations  to  different  IP/port  sockets,  while 
all  running  from  one  FreeRADIUS  process, 
with  the  ability  to  proxy  packets  between 
them.  This  allows  for  different  NAS  types 
(ADSL,  Wi-Fi,  WiMax,  VPN)  to  be  handled 
by  completely  separate  configurations. 

FreeRADIUS  includes  most  features  and 
functionality  that  we  discovered  in  the  other 
servers,  such  as  domain  name  stripping 
from  the  incoming  username,  MAC  address 
authentication,  concurrent  session  limit¬ 
ing  and  failed  login  lockout  protection.  And 
if  FreeRADIUS  doesn’t  include  a  feature  or 
function  by  default  you  can  most  likely  imple¬ 
ment  it  via  the  configuration  files,  by  adding 
modules,  or  even  by  making  source  code 
modifications. 

Overall,  FreeRADIUS  is  a  feature-rich, 
highly  customizable  and  flexible  server.  It’s 
a  great  and  economical  choice  for  the  AAA 
needs  of  any  size  network,  but  is  best  for  use 
by  administrators  already  experienced  with 
Unix/Linux.  ■ 

Geier  is  a  freelance  tech  writer.  He's  also  the 
founder  of  NoWiresSecurity,  which  provides 
a  cloud-based  RADIUS  service  for  Wi-Fi 
security,  and  On  Spot  Techs,  which  provides 
on-site  computer  services. 
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Facebook,  Twitter  begin  slide  into  irrelevance 


THERE’S  ONE  huge  problem  with  social 
media  and  it’s  much  the  same  problem  that 
we  face  with  the  major  ISPs:  The  concentra¬ 
tion  of  market  power  in  the  hands  of  a  few  gigantic  service  providers 
means  the  services  are  hugely  oriented  toward  the  interests  of  the  pro¬ 
viders  and  only  marginally  those  of  their  customers. 

When  it  comes  to  social  media  providers  such  as  Twitter  and  Face- 
book  all  is  not  rosy,  however,  because  they  have  a  big  problem:  They 
have  billions  of  users,  but  how  to  make  money  out  of  them? 

The  trouble  is  social  media  users  are  cheap  and  they  won’t  pay  to 
use  Facebook  or  Twitter.  This  means  there’s  really  only  one  way  for 
the  companies  to  make  money:  advertising. 

But  with  a  business  model  based  on  advertising  comes  a  problem:  To 
get  top  dollar  for  ad  placement  the  service  providers  need  to  effectively 
target  their  users  to  improve  “clickthrough”  rates.  That  requires  the 
user’s  personal  data  to  be  mined  and  now  we  have  a  huge  consequence: 
Mining  user  data  essentially  destroys  any  notion  of  privacy  which,  in 
turn,  alienates  users. 

There’s  also  another  problem:  Can  social  media  providers  gener¬ 
ate  enough  revenue  from  advertising  to  survive?  Consider  Facebook. 
Since  the  company’s  seriously  over-hyped  IPO  in  May  its  stock  price 
has  tanked  from  $38  to  $18.96  (it  has  been  as  low  as  $17.55). 

What  Facebook  is  currently  looking  for  is  a  unicorn,  an  advertising 
model  that  will  deliver  what  advertisers  want  but  not  annoy  users  so 
much  that  they  abandon  ship. 

There  are  three  possible  outcomes  to  this  search:  The  first  is  they 
find  a  unicorn  and  become  another  Google.  The  second  is  they  find  not 


a  unicorn  but  a  horse  and  make  some  but  not  a  Google-load  of  money. 
The  third  is,  of  course,  they  just  carry  on  as  they  have  been  doing.  The 
latter  two  outcomes  both  have  much  the  same  result:  a  slow  MySpace- 
like  slide  into  irrelevance  (the  horse  version  could  be  much  slower, 
depending  on  how  happy  or  otherwise  they  make  their  users). 

So,  what  probability  would  you  assign  to  Facebook  finding  a  uni¬ 
corn?  I’d  put  it  at  no  more  than  maybe  1%  at  most.  Finding  a  horse? 
Perhaps  10%.  Finding  an  empty  field  without  a  horse  or  a  unicorn? 
89%.  In  other  words,  I  don't  think  Facebook  is  a  long-haul  proposition 
and  I’m  guessing  it  has,  at  the  least,  a  99%  chance  of  going  the  way  of 
the  dinosaurs. 

Much  the  same  long,  slow  slide  into  irrelevance  probably  also  awaits 
Twitter.  Twitter  management  has  recently  made  a  number  of  signifi¬ 
cant  changes  to  its  API  that  will  make  it  harder,  not  easier,  for  third- 
party  user  applications  to  interact  with  the  Twitterverse.  It  appears 
that  Twitter  is  becoming  more  focused  on  business  use,  and  far  less 
interested  in  enterprise  applications  or  consumer  clients.  I’d  say  those 
are  a  big  mistakes. 

Be  that  as  it  may,  the  future  of  social  media  will  be  smart  tubes  carry¬ 
ing  social  media  traffic.  Smart  tubes  that  aren’t  advertising  supported 
and  provide  a  common  communications  mechanism  that’s  not  as  con¬ 
strained  as,  say,  Twitter,  or  as  intrusive  as,  say,  Facebook.  I  know  just 
what  might  be  the  smart  tubes  of  the  future.  Tune  in  next  week ...  ■ 

Gibbs,  in  Ventura,  Calif.,  is  taking  bets  on  Facebook's  future. 

Your  odds  to  backspin@gibbs.com  and  follow  him  on  Twitter  (@ 
quistuipater)  and  on  Facebook  (quistuipater). 
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Verizon  offers  2  defenses  of  indefensible  fee 


WHY  DOES  Verizon  charge  $5  a  month 
merely  to  keep  my  telephone  number 
unpublished? 

Verizon’s  media  relations  department  essentially  says  it’s  for  my 
own  good  —  you  know,  as  in  I  should  thank  them,  I  suppose.  They  also 
say  the  fee  is  “chiefly  systems  and  IT  based,”  a  contention  I’m  anxious 
to  see  judged  by  the  systems  and  IT  experts  in  the  crowd. 

Meanwhile,  Verizon’s  online  customer  service  department  offers  a 
completely  different  answer  to  the  same  question  —  and,  as  you’ll  see 
later,  this  reply  is  comically  unenlightening.  In  other  words,  exactly 
what  you  might  expect  from  online  customer  service. 

Of  course,  the  real  reason  Verizon  charges  this  $5  fee  is  because  it  can 
and  people  like  me  will  pay. 

Here’s  what  I  asked  both  Verizon  departments:  “Why  do  you  charge 
me  $4.95  per  month  just  so  that  I  can  keep  my  phone  number  unpub¬ 
lished?  Please  do  not  merely  tell  me  that  you  are  allowed  to  charge  me 
this  fee  because  I  already  know  that.  What  I  want  to  know  is  WHY  do 
you  do  it?  What  cost  are  you  passing  along? ...  I  would  appreciate  as 
much  specificity  in  your  reply  as  possible.” 

Here’s  the  reply  from  a  media  relations  spokesman,  who  first  con¬ 
sulted  with  “a  key  member  of  product  management  with  oversight  for 
(unpublished)  numbers”: 

“The  cost  charged  to  offer  unlisted  phone  numbers  is  chiefly  sys¬ 
tems  and  IT  based.  Specifically,  the  costs  we  incur  and  factor  into  the 
monthly  charge  involve  three  things:  quality  control,  data  integrity 
and  the  interface  we  have  with  other  carriers  and  directory  publishers. 
These  activities  help  us  protect  the  feed  of  customer  information  we 


have,  and  must  protect,  when  customers  request  that  their  telephone 
number  remains  private  when  requested.” 

See  what  I  mean?  They’re  going  the  extra  mile  on  my  behalf  to  pro¬ 
tect  my  privacy.  And,  after  all,  I  asked  to  be  treated  this  way. 

As  for  the  costs  cited?  Sixty  bucks  a  year  to  not  publish  my  number? 
Call  me  skeptical. 

But  even  if  some  of  us  want  to  doubt  the  veracity  of  that  answer,  at 
least  the  media  relations  department  took  an  outwardly  honest  stab 
at  addressing  the  question.  In  contrast,  here’s  an  abridged  version 
of  the  verbose  yet  empty  response  I  got  to  the  exact  same  query  from 
“Roishawn”  in  Verizon’s  online  customer  service: 

“A  non-published  number  will  not  be  printed  in  telephone  directo¬ 
ries  and  Directory  Assistance  operators  will  not  provide  the  number 
to  callers  requesting  it.  If  a  caller  requests  a  number  from  Directory 
Assistance  and  the  number  is  non-published,  the  caller  will  receive  the 
message,  ‘The  number  requested  is  non-published.’ 

“It  is  an  FCC  mandate  to  notify  you  that  if  you  have  chosen  non- 
listed  or  non-published  service,  your  billing  name  and  address  will  be 
shared  with  your  chosen  long  distance  provider  for  billing  purposes.” 

There’s  more,  but  you  get  the  idea.  And  can’t  you  see  Roishawn  sit¬ 
ting  in  his  cubicle  saying  to  himself:  “The  guy  wants  specificity.  I’ll 
give  him  specificity.”  And  he  clicks  on  every  single  canned  reply  that 
so  much  as  mentions  the  word  unpublished.  I  couldn’t  help  but  laugh. 

But  at  least  Roishawn  didn’t  try  to  tell  me  that  keeping  an  unpub¬ 
lished  phone  number  unpublished  costs  Verizon  $5  a  month.  ■ 

Feel  free  to  chime  in.  The  address  is  buzz@nww.com. 
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a  smart  alternative  to  critical  connection  uptime. 


When  swelling  bandwidth  demands  caused  bottlenecks  and  interruptions,  the 
director  of  Technology  Services  at  Eagle  Mountain-Saginaw  School  District  turned 
to  Charter  Business  Fiber  Solutions  for  a  faster,  scalable  connection. 


With  a  wholly  owned,  proactively  monitored  network  backed  by  an  enterprise 
support  team  24/7,  we  have  the  intelligence  to  help  schools,  healthcare  facilities, 
financial  institutions  and  businesses  of  every  size  run  at  their  best. 


I  Fiber  Internet 
Data  Networking 
Optical  Ethernet 
Advanced  Voice  Solutions 


Learn  more  about  this  story 
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Business  Charter-Business.com/Technology  |  888.891.1598 


©  2011  Charter  Communications.  Services  may  not  be  available  in  all  areas.  Restrictions  apply.  Call  for  details. 
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WINDOWS  SERVER  2012  LETS 
YOU  MAXIMIZE  YOUR  STORAGE. 

Bring  the  efficiency  of  cloud  computing  inside  your  datacenter 
with  Windows  Server  2012,  the  only  server  built  from  the  cloud 
up.  It  has  storage  virtualization  built  in,  letting  you  configure 
your  storage  into  a  single  elastic  and  efficient  storage  pool. 


Windows  Server  2012 

BUILT  FROM  THE  CLOUD  UP. 


microsoft.com/ws2012 
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